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PREFACE

Emergency Preparedness, Response & Recovery Checklist: Beyond the Emergency Management Plan is the first publication
in the American Health Lawyers Association’s (Health Lawyers) new Public Information Series. Health Lawyers
hopes that legal counsel will find this Checklist to be a useful practice tool to identify the key legal and opera-
tional issues arising in the event of a public health crisis, terrorist threat, environmental disaster or other
emergency situation to facilitate a health care provider’s emergency preparedness planning. Health Lawyers
believes that healthcare executives, governing bodies, medical staff and other health professionals, and
community leaders also will benefit from familiarizing themselves with the legal and operational issues that
arise during emergency situations.

Health Lawyers’ Public Information Series is one of a variety of public interest activities that arise from the third
element of the Association’s mission statement, which pledges us “ . . . to serve as a public resource on selected
healthcare legal issues.” Health Lawyers’ recently broadened its public interest role, which previously empha-
sized health policy related activities, to include activities through which the Association can serve as a public
resource on health law issues for certain legal services agencies and other non-profit organizations. Many mem-
bers contribute pro bono services in their communities and find that it provides a fulfilling outlet by allowing
them to use their professional skills for the betterment of society. Broadening Health Lawyers’ public resource
outreach initiatives is consistent with the Association’s desire to “give back” to society from our members’ legal
expertise. Health Lawyers plans to publish on a periodic basis informational resource guides related to health
law topics in the public interest or on pro bono matters and to make these complimentary guides available to cer-
tain legal services organizations and other non-profit organizations.

The Public Information Series is one of a number of activities conducted by Health Lawyers and the Public
Interest Committee and is supported in part by generous donations from many Health Lawyers members,
either through a direct contribution or through a $20 check-off on the membership renewal form. On behalf
of the Public Interest Committee, I wish to thank all of the Health Lawyers members who made a contribution
in 2003-2004 and ask members who may not have contributed in the past to consider doing so this fiscal year.

The Public Interest Committee extends its appreciation to Jeffrey M. Sconyers, Esquire, Chair of Health
Lawyers’ Professional Resources Committee 2004-2005; Blair Dobbins, Esquire, Director of Professional
Resources; and Robert Truhn II, Production Editor, for their invaluable assistance in the editing and produc-
tion of this new publication. The Public Interest Committee also gratefully acknowledges the contributions of
Montrece McNeill Ransom, Esquire, Attorney Analyst; and Anthony D. Moulton, Ph.D., Director of the Public
Health Law Program, U.S. Centers for Disease Control and Prevention, in reviewing and providing comments
on this Checklist as well as furnishing selected resources on public health partners.

If you have suggestions for future publications in Health Lawyers’ Public Information Series, please contact me at
(207) 775-7010 or belmoe@mmc.org or contact Joseph A. Kuchler, Director of Public Interest and Public

Affairs, at (202) 833-0787 or jkuchler@healthlawyers.com.
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Chair, Public Interest Committee 2004—2005
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I. INTRODUCTION

Healthcare professionals and organizations are recog-
nized for their central and irreplaceable role in com-
munities, particularly when natural disasters or other
emergencies occur. As ordinary citizens may go about
their business in the everyday setting, healthcare
providers must prepare routinely for a variety of emer-
gency situations that may impair their ability to care
for patients on an ongoing basis.! Many state laws and
regulations require hospitals and other licensed
healthcare facilities to engage in emergency planning
and drilling.2 Emergency preparedness, including
establishing and maintaining an emergency manage-
ment plan, also is one of the required seven disci-
plines of “Management of the Environment of Care”

Susan F. Zinder, Esquire*

for organizations accredited by the Joint Commission
on Accreditation of Healthcare Organizations
(JCAHO).? Healthcare providers experience unex-
pected crises in different contexts, ranging from
events where no essential hospital services are com-
promised to a disaster that affects all hospital opera-
tions on both large and small scales. Emergency
events may be externally triggered (e.g., natural disas-
ters; outbreaks of new, deadly diseases; or vicious acts
of terrorism) that result in a massive demand on a
healthcare system. Emergencies also may be entirely
institution-based (e.g., a small fire in the data center, a
burst pipe in the emergency department, or a hospi-
tal-wide labor strike). Regardless of whether emergen-
cies are external or internal to the organization, such
events may impair healthcare operations and thereby

The authors wish to express their sincere appreciation to Lori L. Buchsbaum, MPH, who is a ].D. candidate, Winter 2004, at the

American University, and Tisha Bai, who is a ].D. candidate, Spring 2005, at George Washington University Law School, for their assis-
tance in preparing this publication. Additionally, the authors wish to thank Lori H. Spencer, Esq. for her willingness to offer her per-
spective on certain public health law issues. For information about the authors, please see the end of this publication.

The Model State Emergency Health Powers Act addresses a number of issues relating to public health emergencies, including: meas-
ures to detect and track potential and existing public health emergencies; declaring a state of public health emergency; special powers
of governors and state public health authorities during a state of public health emergency (including control of property and persons);
dissemination of information regarding public health emergencies; and planning for such emergencies. See THE CTR. FOR LAW AND THE
PuBLIC’S HFALTH AT GEORGETOWN & JOHNS HOPKINS UNIVERSITIES, CTRS. FOR DISEASE CONTROL AND PREVENTION, THE MODEL STATE
EMERGENCY HFALTH POWERS ACT (2001) [hereinafter MODEL STATE EMERGENCY HEALTH POWERS AcCT (2001) ]; THE DRAFT MODEL STATE
EMERGENCY POWERS ACT, GUIDELINES FOR CONSIDERATION BY THE STATES (2001), available at www.nga.org/cda/files/EmerPowersAct.pdf
(last visited Sept. 13, 2004). The preamble to the Draft notes that “[b]ecause each state is responsible for safeguarding the health, secu-
rity, and well-being of its people, state governments must be able to respond rapidly and effectively to potential or actual public health
emergencies.” Id. at 8. The Model Act therefore “grants specific emergency powers to state governors and public health authorities.”
1Id. Because public health laws vary from state to state, some states may consider enacting only certain portions of the Act.

2 SeeN.Y. Comp. CoDES R. & REGs. tit. 10, § 702.7 (2004) (requiring emergency and disaster preparedness for all medical facilities); see also
WasH. ADMIN. CODE § 246-320-405(5) (2004) (establishing conditions for hospital licensure including implementation of a disaster plan
“designed to meet both internal and external disasters”).

3 See, e.g., JOINT COMM’N ON ACCREDITATION OF HFALTHCARE ORGS., HOSPITAL ACCREDITATION STANDARDS (HAS) Standards EC4.10, EC4.20
(2004) (providing a detailed checklist of required activities and requiring a hospital to conduct drills regularly to test emergency man-
agement). Cf. NATIONAL FIRE PROTECTION ASS’N, STANDARD 1600 ON DISASTER/ EMERGENCY MANAGEMENT AND BUSINESS CONTINUITY
PrOGRAMS §§ 1.1, 1.2 (2004) (establishing a standard common set of criteria for assessing and implementing emergency and disaster
management), available at www.nfpa.org/PDF/nfpal600.pdf (last visited Sept. 13, 2004).




trigger the implementation of a hospital’s emergency
management plan and its Incident Command
Structure (ICS) or Hospital Emergency Incident
Command System (HEICS)* response.

For example, Tropical Storm Allison created such an
emergency situation for the Memorial Hermann
Healthcare System in June 2001, when downtown
Houston, TX, and the hospital endured more than
twenty inches of rain in a three-day period. The flood-
ing water overwhelmed precautions that had been
designed to withstand a 100-year flood; destroyed a
pathology laboratory; dispersed medical waste and
biohazards; submerged mechanical, electrical, and
plumbing systems; damaged communication systems;
and required the complete evacuation of the
Memorial Hermann Hospital and the Memorial
Hermann Children’s Hospital.>

And, of course, all Americans remember the heroism
and professionalism exhibited by healthcare workers
in the hours and days after the terrorist attacks in New
York, NY, and Washington, D.C., on September 11,
2001. Or consider the example of the North York
General Hospital in Toronto, Canada, which experi-
enced a different emergency situation during May
and August of 2003, when an outbreak of Severe
Acute Respiratory Syndrome (SARS) occurred in its
orthopedic unit. The hospital ultimately had ninety
SARS patients, forty-four of them from the hospital’s
staff. North York General closed its doors to any new
patients, and had to find ways to treat those patients
who already had or who developed SARS. Hospital
staff assumed significant personal risk to treat a new
type of disease that affected their friends and col-
leagues. They did so under extraordinarily difficult
circumstances that included a workplace quarantine
and the intense scrutiny of a frightened media and
populace.”

Remember also that, in the summer of 2003, large
portions of New England and the mid-Atlantic states

suffered power outages as a result of a falling tree
limb cutting power lines in Ohio. Community mem-
bers flocked to hospitals across the region for shelter
even as the hospitals were operating on emergency-
generator power, canceling elective procedures, and
frequently functioning with compromised computer
and other systems. As recently as late summer of 2004,
four hurricanes devastated the state of Florida, caus-
ing the evacuation of local hospitals.

Accordingly, it is vitally important that healthcare
providers maintain a constant state of emergency pre-
paredness to ensure appropriate response and recov-
ery within the quickest possible timeframe. Such pre-
paredness encompasses four phases: (i) preparation;
(ii) mitigation; (iii) response; and (iv) recovery.®
Without proper planning, a crisis for the provider may
result in unintended consequences involving a poten-
tial temporary or permanent business failure, thus
adding a crucial community institution to the list of
the event’s casualties. The purpose of this Checklistis to
identify the key legal and operational issues arising in
an emergency in order to enhance a healthcare
provider’s emergency preparedness’ by demonstrating
the connection between emergency-planning activities
and routine planning, contracting, and operational
functions. By considering the following points, a
healthcare provider will be in a better position to pro-
mote success for the organization as it confronts unex-
pected events.

This Checklist should not be construed as legal advice,
however, and does not purport to encompass all possi-
ble legal and other issues that may apply in the event
of such an emergency situation; each crisis presents its
own unique circumstances. Finally, not every crisis will
trigger all of the issues identified in this Checklist.

Additionally, public health emergencies have the

potential for farreaching effects on the U.S. popula-
tion at large, and thus pose unique legal and opera-
tional issues for local health systems. A public health

4 Spe NORTH CAROLINA HOSP. AsS’N, HOSPITAL EMERGENCY INCIDENT COMMAND SySTEM (1992) (discussing both the Incident Command
System and Hospital Emergency Incident Command System disaster response plans).

5 Juanita F. Romans, Tiopical Storm Allison: The Houston Flood of June 9th, 2001, 6 THE INTERNET JOURNAL OF RESCUE AND DISASTER MEDICINE
(2002), at www.ispub.com/ostia/index.php?xmlFilePath=journals/ijeicm/vol6nl/coo.xml (last visited Sept. 14, 2004).

6 See Susan Kwolek, Lessons Learned from SARS: The Story of North York General Hospital, in AM. HEALTH LAaw. AsS’N, SARS: LEGAL AND RIsK
MANAGEMENT LESSONS LEARNED FROM TORONTO TO ATLANTA TELECONFERENCE (Nov. 13, 2003).

7 I

8 NATIONAL FIRE PROTECTION ASS'N, supranote 3, § 5.1.2.

For additional information relating to operational issues, please see the following websites: Am. Hosp. Ass’'n, Disaster Readiness, at

www.hospitalconnect.com/aha/key_issues/disaster_readiness/index.html (last visited Sept. 10, 2004); Ctrs. for Disease Control and
Prevention, Emergency Preparedness and Response, at www.bt.cdc.gov (last visited Sept. 10, 2004); Greater New York Hosp. Ass'n
(GNYHA), GNYHA Emergency Preparedness Resource Center, at www.gnyha.org/eprc (last visited Sept. 10, 2004); Nat’l Disaster Med.
Sys., at http://oep-ndms.dhhs.gov (last visited Sept. 10, 2004); RAND Citr. for Domestic and Int’l Health Security, What’s New, at

www.rand.org/health/healthsecurity (last visited Sept. 10, 2004).



emergency, as defined in the Model State Emergency
Health Powers Act, is an

occurrence or imminent threat of a health con-
dition caused by bioterrorism or the appear-
ance of a novel or previously controlled or erad-
icated infectious agent or biological toxin, and
poses a high probability of a large number of
deaths, serious long-term disabilities, or signifi-
cant risk of substantial future harm in the affect-
ed populations.1?

The challenges inherent in quickly identifying the dis-
ease agent, mode of transmission, and best treatment
options significantly affect both the well-being of
healthcare workers and the daily operations of health-
care facilities. This is true particularly in the event that
it becomes necessary for the public health authority to
assume control of a hospital.

True community-wide emergency preparedness there-
fore hinges on close coordination and cooperation
between public health agencies, healthcare organiza-
tions, and their respective legal counsel. Protecting
communities from man-made and naturally occurring
threats alike requires legal counsel—for both public
health agencies and healthcare providers—to estab-
lish a clear understanding of legal roles and opera-
tional responsibilities of each party, well in advance of
any public health emergency. This is important partic-
ularly to minimize the loss of lives and reduce the
potential economic consequences of these events. To

10 MopEr STATE EMERGENCY HEALTH POWERS ACT (2001), supra note 1.
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further this goal, the U.S. Centers for Disease Control
and Prevention’s (CDC’s) Public Health Law Program
has developed the Community Public Health Legal
Preparedness Initiative (Initiative).!! Through inten-
sive, community-based, one-day workshops, this
Initiative aims to build vibrant and enduring partner-
ships between legal counsel for private and public hos-
pitals, as well as with other healthcare organizations
and public health agencies, to enhance the use of law
as a tool to advance community health through pre-
vention and health promotion. Resources to facilitate
this public health/healthcare partnership are listed in
Appendices D and E of this Checklist.

This Checklist is organized to reflect the hierarchy
established by the ICS structure, which provides a scal-
able approach to emergency management. The ICS
structure offers a model for the immediate (and hope-
fully short-term) ad hoc restructuring of an organiza-
tion around functional (rather than administrative)
lines to better meet the demands of a given emer-
gency situation. ICS identifies key roles within an
organization, addresses responsibilities for each role,
and assigns individuals and resources to those roles
based on their availability as needed during an emer-
gency. The ICS structure is scalable, enabling its use in
the full range of emergency situations that may dis-
rupt a healthcare provider’s operations. The ICS
employs an “Incident Commander” with four “sec-
tions” that report to the commander: (i) Operations;
(i) Planning; (iii) Logistics; and (iv) Finance, each
with its own “chief.”12

1 S FIRESCOPE CALIFORNIA, GLOSSARY OF TERMS (ICS 010-1) 11 (1999), available at www.firescope.org/ics-pos-manuals/ICS%20010-1.pdf
(last visited Sept. 15, 2004) [hereinafter GLOSSARY OF TERMS]. For more information about the Community Public Health Legal
Preparedness Initiative and the Workshop Director’s Guide, please visit www.phppo.cdc.gov/phlp or contact the CDC Public Health
Law Program (Telephone: 770-488-2886, Fax: 770-488-2420; e-mail dreid@cdc.gov).

By custom in the healthcare environment, each of these five key roles (i.e., the Incident Commander and her/his four Chiefs) has an
assigned color, as indicated below. See NORTH CAROLINA HOSP. AsS'N, supra note 4, for an organizational chart showing these four divisions.




II. Incident Command (Orange)

The Incident Commander has overall authority and
responsibility for operations during an emergency
event.!3 The Incident Commander’s main job is to
allocate resources and ensure safety. Any function not
otherwise assigned also is the responsibility of the
Incident Commander. In addition to the four identi-
fied Incident Command System roles, the Incident
Commander has direct reports from the Liaison
Officer, Public Information Officer (P1O),
Communications Officer, Safety/Security Officer,'*
and Recorder/Transcriber.

A. Emergency Management Plan
It is critical for the organization’s personnel and med-
ical staff to be familiar with its emergency manage-
ment plan and ICS. In particular, personnel and med-
ical staff should be aware of the following:

1. What constitutes a disaster that could trigger the
implementation of the organization’s emergency
management plan and how is a disaster declared
by the facility?

2. What code is called via the overhead paging sys-
tem to announce the disaster and trigger imple-
mentation of the institution’s emergency man-
agement plan?

3. Where is the organization’s staff to report after
an emergency is declared, and how will the
organization account for their location? How will
staff member locations be recorded (e.g., by
sign-in sheet)?

a. Where is the institution’s Command Center
primarily located, and under what circum-
stances might it be moved to an alternate
location? Is the Command Center appro-
priately outfitted, and is it available for
immediate use?

b. What resources in the Command Center
might individual staff contribute as part of
planning?

i Are personal contact numbers for relevant
staff (e.g., home and cell telephones, person-
al fax number, e-mail address) available to
the Command Center?

ii Are the personal contact numbers of contacts
at governmental offices, sister institutions,
and important vendors available to the
Command Center?

4. Have the organization’s operations person-
nel been briefed with respect to the person-
al role and skills of individual staff, and
how may those individuals assist an
Incident Commander coordinating a
response to an emergency?

5. Have personnel and medical staff members
been provided with information to enable
them to develop family emergency plans,
so that they can be confident of their fami-
lies’ safety while they fulfill their obligations
to respond during an emergency situation?

B. Command Center
The Command Center is the location from which the
response to the emergency will be coordinated. It
needs to be located and equipped in such a manner
as to facilitate an appropriate response to the disaster,
regardless of whether its scope is large or small.

1. Has the institution established a formal
Command Center?

2. In choosing a location, has the institution consid-
ered what types of emergencies to which the
institution will need to respond, so that the cen-
ter is located in an easily accessible location that
is close to the response, but not so close as to risk
interfering with it?1°

3. Is the Command Center connected with the
institution’s emergency generators?

4. Is it properly equipped with the following
resources?

a. Computers, e-mail, the organization’s
intranet, Internet access, phones, pagers,
radios, and other resources in order to ful-
fill an institution’s communication needs?

b. Paper, pens, and markers for handwritten
communication needs?

c. Sufficient information about the institu-
tion’s resources (and made easily accessible
and searchable) to enable the functioning

13 FrEscorr CALIFORNIA, FIELD OPERATIONS GUIDE (ICS 420-1) 5-2 (2004), available at www.firescope.org/ics-big-fog/1CS420-
1FOG8x11Cmplt.pdf (last visited Sept. 15, 2004) [hereinafter FIELD OPERATIONS GUIDE].

14 See NORTH CAROLINA HOSP. ASS'N, supra note 4.
15

For example, locating a command center in an emergency room that might have to deal with a mass casualty response may risk pulling

people into the Emergency Department who will have administrative but not clinical responsibilities and so may inadvertently interfere

with the response.



of an Incident Commander who may be
unfamiliar with the hospital’s major rela-
tionships and personnel?

d. Easy access to institutional policies, both
those needed for routine operations (e.g,
Administration Policy and Procedure
Manual, Medical Staff Bylaws) and any poli-
cies and procedures that have been adopt-
ed in anticipation of an emergency? What
mechanism ensures that such policies are
always kept up to date? For example, does
the Command Center have access to com-
pliance policies with respect to the Health
Insurance Portability and Accountability
Act (HIPAA) that describe how to respond
to inquiries seeking information regarding
the location and condition of missing per-
sons who may be patients?

5. Can the Command Center be moved if circum-
stances require such action?

6. Is the Command Center scalable?

a. Isitin asingle room, or is it in a location
that can be expanded?

b. Is the location accessible to the senior man-
agement team?

c. If the Command Center needs to be
expanded, has the institution determined
an alternate location? Is that alternate loca-
tion connected to the emergency generator
system?

d. Is the Command Center (or alternate loca-
tion) capable of accommodating multiple
people who are working multiple phones
and computers simultaneously for easy and
immediate communication among the ICS
officers and Section Chiefs?

e. Isit close to—but separate from—a person-
nel staging area, so that the Incident
Commander and the Operations Section
Chief may easily assign people awaiting
instruction, without having these people
crowd into the Command Center?

7. Does the Command Center include easy access
to community and affiliate resources, including
all necessary contact information?

C. Incident Commander
The Incident Commander is the individual who
assumes overall authority for the institution’s

INCIDENT COMMAND

response to the emergency. In an institution that
implements a classic ICS structure, the commander
role may be filled by almost anyone in the institution
who identifies and announces the emergency until
such time as someone in an administrative chain of
command superior to that person takes over the role
of Incident Commander.!6 In a HEICS system, the
role of Incident Commander may be filled by indi-
viduals who have pre-assigned roles that will automat-
ically slot into the command structure. For example,
the organization’s chief operating officer may auto-
matically assume command for a hospital-wide emer-
gency; by contrast, the Chief of Engineering may
assume command for responding to a broken pipe
that floods the hospital’s data center. Regardless of
whether the Incident Commander is in the institu-
tion’s organization chart, she is responsible for the
response until relieved or the emergency ends.

1. Does the institution’s emergency plan call for the
implementation of an ICS or HEICS system?

2. If it is an ICS system, are all the potential individ-
uals who may declare a disaster and assume com-
mand aware of their potential authority?

a. Are they trained in the emergency manage-
ment plan?

b. Do they understand how they may be
relieved of responsibility?

3. If an institution uses a HEICS system, are the
individuals who may assume command as a
result of their roles within the organization
aware of their roles and their responsibilities in
an emergency? Could the designation of the
Incident Commander change, based on the
nature of an emergency?

4. If the organization uses a HEICS structure (or
other modified ICS structure that preassigns
individuals to roles in the incident command
structure), is the structure regularly reviewed
when individuals leave (and new individuals
join) the organization, and are the assignments
updated as needed?

5. Under either an ICS or HEICS of system:

a. Does the relevant individual know the loca-
tion of the Command Center and the
potential resources in it;

b. Is that individual familiar with the institu-
tion’s resources to enable her to gather and
assign resources as necessary; and

16 A classic incident-command response may require an individual who is above the Incident Commander in the organization’s standard
organization chart to either assume command or become a direct report to the Incident Commander.




c. Does some kind of chart exist that may be
populated with names and contacts in
order to keep track of the people who are
filling the other roles within the command
structure?

D. Liaison Officer.

The Liaison Officer communicates with external
agencies on behalf of the Incident Commander. 17

. Has the organization identified those external

agencies (e.g, fire, rescue, police, and public
health authorities) with which it will need to
interact in the event of an emergency?

. Has the organization compiled contact informa-

tion for each external agency, and is that contact
information available in the Command Center?
Is it reviewed on a periodic basis before an emer-
gency occurs to ensure that it is current?

. Does the contact information include as many

different means of communication (e.g, cell
telephone, fax, land-line telephone, radio
contact information) as possible?

. Is the Command Center itself set up to be able to

use any and all available means of communication?

. In planning for an emergency, has the organiza-

tion established appropriate lines of communica-
tion with local response agencies, and has it dis-
cussed and coordinated the facility’s plans with
relevant agencies ahead of time?

4. Has the organization established patient- and

family-tracking procedures and mechanisms that
will enable the PIO to locate and obtain informa-
tion on patients that are evaluated and treated
during an emergency, as well as to respond
appropriately to inquiries?

. Is the organization equipped with sufficient tele-

phone lines, cell phones, and other resources to
communicate quickly and effectively in an emer-
gency situation?

. Does the Command Center include telephone

numbers and other contacts to community
media personnel?

. Has the organization developed HIPAA- and

JCAHO-compliant media-consent forms to
enable willing and available patients to speak
with the media about the facility’s response dur-
ing an emergency? Do such consent forms
include an agreement with the media company
as required by JCAHO standards?

. Has the organization communicated its essential

role in emergency response to the community
and its political representatives alike, so that the
survival of the facility will be a priority considera-
tion that the community and government will
take into account after the disaster?

. Has the organization communicated to donors

and other supporters of the organization the
essential role that is played by the facility in com-

1 2
E. Public Information Officer munity EMErgency response:

The PIO serves as the contact for media inquiries, F. Communications Officer

and coordinates communication between the organi- The Communications Officer ensures effective com-
zation and the public.!8 munications between the Command Center and the
rest of the organization. Emergency events require
rapid and accurate communications. Many audiences
are involved in communication before, during, and
after an event, including: (i) the Command Center
and internal response personnel; (ii) staff of the
organization; (iii) patients and their families; (iv)
other agencies and organizations that are part of the
event response; (v) police, fire, military, and other gov-
ernmental agencies; (vi) the general public; and (vii)
donors and other supporters of the organization.

1. Does the organization have a designated PIO or
media-contact person on call at all times?

2. Does the organization have a policy that all
media inquiries must be directed to the PIO or
media person on-call?

3. Are the Incident Commander and PIO prepared
to make rapid decisions regarding (i) what infor-
mation to disclose about an organization’s partic-
ular situation and readiness; (ii) at what times to
make such announcements; and (iii) to which
media outlets?

1. How will the organization determine what infor-
mation should be conveyed to others? Will every-

17 GLOSSARY OF TERMS, supra note 11, at 12.
18 FIELD OPERATIONS GUIDE, supra note 13, at 5-3.




INCIDENT COMMAND

one receive the same information, or will some
receive less information than others?

2. How will the organization accommodate staff’s
desire and need to know about an emergency
event from the standpoint of the safety of family
members, while ensuring continued staff avail-
ability for patients?

3. In the event that external authorities issue orders
or assume direction of the organization’s
response, how will those developments be com-
municated?

4. Has the organization prepared “template”
messages, and made them available in the
Command Center, for use in the event of an
emergency, to reduce the time needed to
distribute messages to staff?

5. How and to whom will any orders to evacuate
any portion of the facility, or to terminate
services, be communicated?

6. Are all means of communication tested on a
periodic basis to ensure readiness for use
during an emergency event?

7. Has the organization established, and is the
Command Center capable of issuing, multiple
alternative means of communication, including
telephone calls, overhead announcements, e-mail,
intranet and Internet Web postings, meetings, cor-
respondence, handwritten postings, and “run-
ners” assigned to courier handwritten messages?

8. Does the Command Center include contact
information for key internal personnel, includ-
ing individuals who may be away from the facility
when an emergency is declared?

G. Safety/Security Officer
Safety and security are essential to incident-response
activities. Panic and “mob action” easily can over-
whelm an organization unless order is maintained;
further, unsafe conditions may put additional lives in
jeopardy.

1. Who is responsible for maintaining order during
an emergency?

2. What supplies or equipment are needed to main-
tain order, and are they readily available?

3. Does the organization have the ability to obtain
additional security personnel on short notice in
the event of an emergency?

4. Is a designated safety officer on call at all times?

5. How will the Incident Commander ensure the
safety of individuals participating in emergency
response activities (including, without limitation,
those engaged in decontamination, crowd con-
trol, search and rescue within damaged build-
ings, or isolation and quarantine)?

6. To ensure the safety of all personnel, does the
emergency-response plan call for regular
changes of shift (if personnel are available) to
avoid exhaustion and compromised function-
ing of those in response roles?

7. How will the institution handle community
members who may seek shelter in the hospital
during an emergency? Is the institution able
to designate specific areas for such people?
Are these areas away from patient areas, and
away from staging and other areas that might
interfere with the emergency response? Does
the institution have the resources to feed and
shelter such people? If not, how would it han-
dle the influx, and where would it send these
people? Will it need to contact its local police
precinct around this issue?

8. How will the institution handle an influx of
individuals seeking relatives who might be
unidentified patients?

9. Does the organization have a security plan in
place for crowd control and other needed
security measures?

. Recorder/Transcriber

The Recorder/Transcriber maintains records of any
actions taken as directed by the Incident
Commander, as well as any significant event that may
occur during the crisis. The Recorder/Transcriber
assures continuous flow of and access to information
for Command Center staff.

1. Has the organization provided for a recorder/tran-
scriber in the event of an emergency?

2. How will the records of any incident response be
used during debriefing to inform the organiza-
tion’s planning for future readiness?




lil. Operations (Red)

The Operations Section Chief reports directly to the
Incident Commander, and has responsibility for con-
ducting operations during the emergency.' The
Operations Section Chief is responsible for whatever
services are being provided during the emergency,
and frequently oversees a fairly large number of oper-
ational leaders responsible for specific areas, such as
Decontamination, Emergency Services, Inpatient
Services, and the Operating Room.2? Some key issues
facing the Operations Section Chief include the fol-
lowing.

A. Isolation and Quarantine
Government authorities may exercise police powers
in an emergency situation, including the isolation of
infected individuals and quarantine of healthy indi-
viduals who may have been exposed to an infectious
agent. For a disease listed in federal Executive Order
13295 as communicable and quarantinable, the U.S.
government has jurisdiction to apprehend, detain,
and conditionally release individuals to stop its inter-
state spread or international importation, and need
not wait for an interstate spread actually to occur
before acting.?! Thus, it is important for healthcare
providers to coordinate isolation and quarantine
measures with federal, state, and local authorities.

1. What are the local, regional, state, and national
plans for handling a sudden influx of patients
who may require decontamination as a result of
having been exposed to chemical, biological, or
radiological agents?

2. Does the Incident Commander have the authori-
ty to implement decontamination, isolation, or
quarantine measures? If not, who does? Who
needs to be informed in the event that such
measures are implemented?

3. Has the organization engaged in isolation or
quarantine planning with local and regional
public health officials in order to understand
what will be expected or demanded if isolation
or quarantine is ordered?

4. Is the organization familiar with the plans of all
such authorities, and has it coordinated its emer-
gency planning with these authorities?

5. Do procedures exist to identify incoming
patients who may require decontamination or
isolation? Are staff members trained in them,

19 Gpe NorT CarOLINA HOSP. AsS'N, supranote 4.
20 FIELD OPERATIONS GUIDE, supra note 13, at 7-2.
21 492 U.S.C. § 264 (2004).

10

11.

12.

13.

14.

and is appropriate equipment available to con-
duct such procedures? How is the safety of staff
ensured in the event that a patient requires
decontamination or isolation?

. What plans exist for placing, observing, and car-

ing for individuals subject to isolation or quaran-
tine? Do local officials plan to utilize hospitals or
other private facilities for these purposes in an
emergency?

. What legal procedures are required to imple-

ment isolation or quarantine of individuals or
groups?

. If a patient is admitted to a hospital, how will

isolation and quarantine orders be delivered to
the patient during her stay? What constitutes
valid orders for isolation or quarantine? Does
the organization have a system for receiving and
recording any such orders?

. Is the organization at risk if it implements an

isolation or quarantine order issued without a
court hearing?

. Are a court hearing and court order required

for the imposition of isolation or quarantine
measures? Is an order that is issued without a
hearing valid?

If a hearing is necessary for a hospital patient
who is subject to an isolation or quarantine
order, how will the hearing be conducted?

Can local, regional, or state agencies provide
either legal indemnification or an opinion of
counsel regarding the liability of healthcare
providers for cooperating with isolation or quar-
antine orders?

How will facilities be compensated for their
additional expenses incurred and revenue
lost if they are designated as isolation or
quarantine facilities? What documentation
will be required to make claims for expenses
and lost revenues relating to an isolation or
quarantine event?

Following an isolation or quarantine event,
what entity will compensate facilities for their
costs of recovery, and what will be the basis
for such compensation? What documenta-
tion will be required to make claims for these
costs of recovery?



15. Who, if anyone, is financially responsible for
lost wages due to an order of quarantine or
isolation? Who is responsible for compensat-
ing a healthcare worker who is sent home by
her employer following an exposure? In what
way does the answer to this question change
if the person is ordered into home quaran-
tine by public health authorities? How does
the answer change if the person experienced
exposure in a work environment, rather than
in a home environment or while traveling
abroad?

16. Is it possible for facilities to employ workplace-
quarantine measures? Can an employee be quar-
antined at home outside of working hours (i.e.,
permitted to leave the home only to go to work)?

17. Who is financially responsible for the costs of
isolation or quarantine in a hospital that occurs
pursuant to a public health order? What is the
response going to be if a third-party payor
determines that care for a particular illness is
not covered, or is no longer medically neces-
sary, and refuses to pay?

18. Who is responsible for enforcing isolation and
quarantine orders? (For example, if a patient
must be physically detained in isolation, who
will ensure the patient stays there?)

B. Patient Diversion Issues
In an emergency, the normal flow of patients to and
among healthcare providers almost certainly will be
interrupted. See Appendix A for a discussion of the
applicability of the Emergency Medical Treatment
and Active Labor Act (EMTALA)?2? in the event of a
major public health emergency.

1. How will the determination be made that the
organization’s emergency-response plan (or the
community emergency-response plan) should be
implemented (e.g., whether an official declara-
tion is necessary)? Has a threshold number of
cases been established to require the triggering
of the plan? What occurs if the plan appears to
conflict with an organization’s own legal or other
obligations? What happens if the community has
not developed an emergency-response plan?
Does the institution have its own plan?

2. Does the organization have in place a full range
of transfer agreements to provide for the emer-
gency transfer of patients whose medical condi-
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tions are beyond the scope of its services? If the
organization is a tertiary care facility, does it have
in place transfer agreements with other commu-
nity providers under which the tertiary care facil-
ity will receive patients in an emergency?

. Do the organization’s transfer agreements with

any long term care facilities address the immedi-
ate return of hospitalized residents in the event
of an emergency situation requiring an evacua-
tion of patients?

. Do the organization’s routine files, as well as its

Command Center records, include (in readily
accessible locations) the list of such community
and affiliate resources, including a description of
the potential resources and appropriate contact
information, for easy reference by the incident
command staff in an emergency?

. Has the organization planned for partial or com-

plete closure (including partial or complete evacua-
tion) of the facility in the event of an emergency?

. Does the organization have an established proto-

col for closure of the facility to incoming patients
as the result of an emergency?

. Has the organization identified all parties who

need to receive notice of any closure, including
other providers, ambulance companies, agencies
responsible for triage and patient allocation in
an emergency, first responders, and regulatory
or licensing authorities?

. Is the organization a participant in the National

Disaster Medical System (NDMS), under which
hospital beds are made available to the Department
of Homeland Security for use in the federal med-
ical response to major emergencies and declared
disasters? If so, what are the organization’s responsi-
bilities within the NDMS program?

. Is the organization’s process for closure or diver-

sion compliant with the organization’s obliga-
tions under EMTALA, and with state or local
rules and orders of public health officials? Will
the organization continue to provide for screen-
ing examinations and required stabilizing care
within its available resources at all times it
remains in operation?

10. Has the Centers for Medicare & Medicaid

Services (CMS) issued any emergency guid-
ance? What should hospitals do in the interim

22 See generally Emergency Medical Treatment and Active Labor Act, 42 U.S.C. § 1395dd (2004).




11.

12.

13.
14.
15.

16.

17.

18.

19.

between the arrival of patients and the issuance
of CMS guidance, as this could lead to treat-
ment differences before and subsequent to
such an issuance?

May patients be directed to the organization by
a governmental authority, including a public
health, police, or military official, overriding the
organization’s EMTALA duties? If so, is the
Command Center equipped to receive docu-
mentation of the order or direction? In the
alternative, has the Incident Commander creat-
ed appropriate records of the directions
received?

What is the institution’s threshold response in
such situations (e.g., any initial evaluation pro-
vided; immediate diversion to designated facili-
ty; patients presenting with symptoms covered
by emergency-response situation, as well as
other symptoms)?

Can medical-screening exam procedures be
altered due to concerns over contamination
(e.g., performed outside)?

Will response differ by acuity of circumstances
(e.g., mass disaster vs. intermittent flow of
affected patients)?

How will EMTALA compliance be demonstrat-
ed and/or documented in the event that an
emergency-response plan is implemented?

Does the organization have a contingency plan
if a potentially exposed patient presents, but the
case must first be evaluated by law enforcement
or public health? Does this constitute an
“undue delay” under EMTALA?

What is facility’s obligation, if a patient is divert-
ed elsewhere, to ensure that patient transfer is
effectuated?

Have state or local authorities made declara-
tions that will protect the organization in cir-
cumstances where an emergency is not “nation-
al,” and therefore does not trigger protection
from sanctions in the regulations?

If the facility in question is the designated treat-
ment facility, how are existing patients handled?
‘What happens once capacity is reached? Does
the designated facility have a memorandum of
understanding (MOU) or mutual-aid agree-

ment with other facilities, or with state or local
government?

20. Has there been a presidential declaration of
emergency that suspends EMTALA obligations?
Will some or all EMTALA obligations be sus-
pended or waived in the event of a local emer-
gency in the absence of a federal or local decla-
ration??3

C. Patient Tracking and Placement
In a mass-casualty event, organizations may be over-
whelmed with a sudden influx of patients. It is essen-
tial for facilities to both track and be able to report
on these patients.

1. Does the organization have an identified triage
area for large numbers of incoming patients?

a. Has the organization identified secondary
triage site(s) if its original triage site becomes
overwhelmed by an influx of patients?

b. Is the organization able to staft and supply
such site(s)?

c. If the organization utilizes secondary sites,
might they be separated by purpose (e.g., all
patients needing decontamination in one
area, those not needing decontamination
into another)?

d. Are such secondary site(s) separate from stag-
ing areas for any human resources and other
resources?

e. Can the triage zone accommodate decontam-
ination procedures, if needed?

2. Have tracking forms and other tools been made
readily available in the emergency department
and in the Command Center to permit manual
tracking of incoming patients?

3. Does the organization have a method (and the
necessary paper forms and supplies) for record-
ing patient medical information when patient
volume or other conditions do not permit the
use of computerized systems? Does the organiza-
tion have a plan to record manually gathered
information into computer systems when condi-
tions permit?

4. Where will a large number of incoming patients
be housed? What portions of the facility can be
converted to patient care on short notice?

23 To date, CMS has not stated this explicitly, but it is important to note that policy in this area is evolving.
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5. If a large number of incoming patients require
isolation due to contamination or infectious dis-
ease, where will they be placed? Who will care
for them, and what protective equipment, sup-
plies, or facility changes will be needed?

6. Does the organization have an identified area for
family members and other concerned individuals
to obtain information about patients at the facili-
ty? Has it identified needed resources for such
individuals, including food and water, as well as
emotional and spiritual counselors?

7. Has the organization trained the emergency
department and other relevant staff in tech-
niques of triage? Does the organization provide
emotional and spiritual support for frontline
staff engaged in triage and treatment?

. Reporting Requirements

Each state has its own requirements for reporting
communicable diseases and conditions to either local
or state health departments who, in turn, report
information to the CDC. Some local jurisdictions also
may have communicable-disease reporting require-
ments. The time and manner of reporting likely will
vary among jurisdictions and among diseases. Some
state laws on communicable-disease reporting may
bestow immunity on some individuals making such
reports.

1. Has the organization identified the communica-
ble-disease reporting laws for state or local juris-
dictions?

2. Are those responsible for making the reports
aware of the timeframes and procedures for
reporting each type of communicable disease?
(Particular attention should be paid to those
communicable diseases that are identified as
“Category A” critical biological agents—anthrax,
botulism, plague, smallpox, tularemia, and viral
hemorrhagic fevers).
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Has the organization’s staff been informed of
confidentiality requirements whenever reporting
of communicable diseases to any government
agency is mandated by law?

4. Has the organization assessed the availability of
legal immunity for a person making such a
report?

5. Has the organization distributed guidelines to
personnel and medical staff describing permissi-
ble uses and disclosures of protected health
information for public health and other report-
ing purposes under HIPAA?24

Personnel Issues

In addition to their role as providers of healthcare
services, healthcare institutions also are employers. In
this context, healthcare institutions must comply with
myriad state and federal laws. In the event of an
emergency, institutional personnel of all varieties will
be called upon to perform various functions, both
within and outside of their typical scope of duties.
Preparing for and dealing with the aftermath of a cri-
sis will involve an array of duties not only to the pub-
lic and individual patients, but to the institution’s
employees as well. Although the laws and regulations
discussed in this section apply specifically to the
employment relationship between healthcare institu-
tions and their employees, it is important to note that
some providers and other personnel work as inde-
pendent contractors rather than as employees.
Institutions should consider the effects of independ-
ent-contractor status with respect to the ability to use
certain personnel in the event of an emergency, par-
ticularly if such individuals have relationships with
more than one institution. Moreover, public-sector
healthcare institutions also must bear in mind liability
issues that might arise under various civil-rights
statutes.?

1. General Considerations. In developing an emer-
gency management plan, organizations should
consider the following personnel-related issues.

See generally Health Insurance Portability and Accountability Act of 1996, Pub. L. No. 104-191, 110 Stat. 1936 (codified as amended in
scattered sections of 26, 29, and 42 U.S.C.) (establishing guidelines for confidentiality issues). The Department of Health and Human
Services has issued a Privacy Rule that provides comprehensive Federal protection for the privacy of health information. Standards for
Privacy of Individually Identifiable Health Information, 65 Fed. Reg. 82,462, 82,596 (Dec. 28, 2000) (codified at 45 C.F.R. pts. 160, 164).
The Privacy Rule recognizes that various agencies and public officials will need protected health information (PHI) to deal effectively
with a bioterrorism threat or emergency. To facilitate the communications that are essential to a quick and effective response to such
events, the Privacy Rule permits covered entities to disclose needed information to public officials in a variety of ways. Covered entities
may disclose PHI without the individual’s authorization to a public health authority acting as authorized by law in response to a bioter-
rorism threat or public health emergency. 45 C.FR. § 164.512(b) (2004). The Privacy Rule also permits a covered entity to disclose
PHI to public officials who are reasonably able to prevent or lessen a serious and imminent threat to public health or safety related to
bioterrorism.

See generally 42 U.S.C. § 1983 (2004).




a. Have the institution’s employees received
materials and training on the development
of personal emergency plans for themselves
and their families? Do employees’ families
understand that, in an emergency, their
personal emergency plans may need to be
initiated without the employees (or with
them only calling into a designated con-
tact), as they may be required to stay at the
facility and assist in the facility’s response?
Do they have enough information about
family emergency plans to feel confident
that their family will be safe during the
emergency so they can focus on their
responsibilities?

b. Has the institution identified multiple safe
staging areas for groups of employees, out-
side of the primary emergency-response
areas, so that they can be assigned as need-
ed? Have the locations of the staging areas
been communicated to employees?

c. Does the institution have a mechanism that
ensures that employees are only released to
return home if they are not needed, and if
the institution believes that the employee
may safely leave the premises? Has the insti-
tution developed mechanisms that will
enable it to learn of unsafe conditions that
would interfere with employees and others
exiting the institution (e.g., closed roads,
bridges, and mass-transit problems)?

d. Has the institution made provision for
emergency emotional, spiritual, psychologi-
cal, and potentially psychiatric support to
its employees who are dealing with the per-
sonal effects of the emergency? Does it
have a plan to employ a triage or other
mechanism in such a situation?

e. Has the institution anticipated providing
some long-term, post-response support to
its employees in the event of a major disas-
ter? Does it have the internal resources to
do so, or would it need to go to another
organization or agency? If it needs to go
elsewhere, does it know where to go?

f. If an independent contractor has any of its
employees performing responsibilities
onsite at the institution, has that contractor
set up a mechanism to locate and safe-
guard its employees? Do such employees
have a central place to gather and sign in?

g. Does the institution know who the inde-
pendent-contractor employees are, and
where they would gather in an emergency
in case it needs to call upon their expertise
(e.g., a contractor providing routine on-site
staffing and management for an institu-
tion’s data center)? Does the institution
know who to contact at the independent
contractor’s office to get those individuals
resourced appropriately in an emergency?

h. Does the independent contractor know
what the institution’s expectations are with
respect to the use of contractor employees
in an emergency?

i. Has the independent contractor trained or
drilled its employees in their responsibili-
ties to the institution in an emergency?

2. Workers’ Compensation. State workers’-compensa-

tion laws could be implicated if an employee
contracts an illness on the job during the course
of a public health emergency. This most likely
will occur among first responders, law enforce-
ment, and healthcare workers. Emotional dis-
tress due to fear of exposure generally is com-
pensable under these rules. In an emergency,
healthcare workers may experience injuries
while rendering aid during the crisis. Workers’
compensation also may be available for such
injuries, depending on the activity causing the
injury and the worker’s job duties during the
emergency. Where the injury involves a disease
for which a vaccine or medication is available,
the application of worker’s compensation may
depend on whether the person undertakes vol-
untary vaccinations or medical treatment. Finally,
because workers’-compensation laws vary signifi-
cantly among the states, it is necessary to consult
the workers’-compensation laws of the jurisdic-
tion in question.

a. Has the organization reviewed workers’-
compensation statutes and regulations for
the appropriate jurisdiction?

b. Has the organization identified the poten-
tial liability for injuries, medical expenses,
retirement benefits, and disability benefits
incurred by the participation of employees
and volunteers during an emergency?

c. Has the organization determined whether
other federal or state benefit programs may
apply or, alternatively, may bar submission
of a claim (e.g, if state laws constitute an



exclusive remedy) regarding certain disas-
ter or disaster-preparedness situations?

d. Has the applicable jurisdiction(s) estab-
lished any compensation programs specific
for certain activities (e.g., vaccination), and
is coverage different for employees as
opposed to volunteers?

e. Does a “no-fault” compensation program
apply?

f. Has the organization identified the avail-
ability of workers’ compensation and/or
other forms of financial support for per-
sons unable to return to work because of
an isolation/quarantine order?

g. How will the organization address any
potential legal liability for implementing
“working” quarantine policies for essential
service personnel?

h. If an employee is quarantined, but is asymp-
tomatic, is the employee entitled to compen-
sation for the time spent in quarantine?

i. Is the institution prepared for workers’-
compensation claims, which may be filed
months or years after the actual emergency
event, claiming that the event and the
event response negatively affected employ-
ees’ physical or psychological health?

. Other Compensation and Wage/Hour Issues. Similar

to other employers, healthcare institutions are
subject to federal regulations that pertain to
employee compensation and hours.26 In addi-
tion, organizations must comply with specific
labor, compensation, and general employment

laws relating to healthcare workers. For example,

some states have enacted measures banning

mandatory overtime for nurses and other health-

care professionals.2’” Meeting these obligations
could present a significant challenge in the face
of a major public health emergency, involving a
redefinition of the work day, work week, and/or
overtime. Some states are considering mandating
the continuation of wages if employees are kept
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that might be considered akin to jury duty). Such
measures might enhance compliance by reducing
individuals’ fears of lost income, and also afford
protection for the rest of the workforce.

a. Would discharging an employee who is
absent because she is subject to quarantine be
deemed illegal as a public-policy violation?

b. What is the outcome if extended hours
required of healthcare workers run up
against legal limits on the hours that physi-
cians and nurses can work consecutively?

c. Will payment be provided for temporary
lodging, meals, or other incidental expenses?

d. How will payroll and benefits be maintained?

Credentialing Issues, Including Disaster Privileges.
Issues may arise regarding whether a hospital or
healthcare entity may allow outside medical per-
sonnel to assist regular staft during an emer-
gency due to existing medical-privileges require-
ments. JCAHO requires hospitals to establish a
procedure for verifying credentials and granting
privileges during and after a disaster,?® and has
established procedures for doing so. In addition,
at the federal level, the Secretary of the
Department of Health and Human Services is
required to establish a system for advance regis-
tration of health professionals to provide for veri-
fication of credentials, licenses, accreditations,
and hospital privileges when such professionals
volunteer during a public health emergency.?

a. Has the appropriate state or local jurisdic-
tion adopted regulations regarding the use
of disaster privileges during an emergency
situation? Do such regulations provide
immunity for granting or denying such dis-
aster privileges, or for providing care after
being granted such privileges?

b. Does the chief executive officer (CEO),
medical staff president, or another official
have the option to grant disaster privileges
pursuant to JCAHO standards? Does the
institution have a document that delegates

from work due to isolation or quarantine (policies this responsibility to the Incident

26 please see discussion regarding the Fair Labor Standards Act in Section III(F) (5) of this Checklist, which is the text accompanying notes
42-43.

27 SeeAnn E. Rogers et al., The Working Hours of Hospital Staff Nurses and Patient Safety, 23 HEALTH AFF. 202, 203 (2004); ME. REV. STAT. ANN.
tit. 26, § 603(5) (2003) (stating that any nurse “who is mandated to work more than 12 consecutive hours” in the event of an unfore-
seen emergent circumstance “must be allowed as least 10 consecutive hours of off-duty time immediately following the worked over-
time”); see also OR. REV. STAT. § 441.166 (2003); N,J. STAT. ANN. § 34:11-56a34 (2004).

28 JomT COMM’N ON ACCREDITATION OF HEALTHCARE ORGS., supra note 3, at Standard MS 4.10.

29 Public Health Security and Bioterrorism Response Act of 2002, Pub. L. No. 107-188, § 107, 116 Stat. 594, 608 (codified as amended at
42 U.S.C. § 247d-7b).




Commander as the designee if the desig-
nated official is not physically available dur-
ing the disaster?

c. Who has been designated in writing to
grant disaster privileges? Has the organiza-
tion specified such individual’s duties, as
well as a mechanism to manage the activi-
ties of healthcare practitioners who receive
disaster privileges (and to readily identify
such individuals)? Will the designated indi-
vidual treat the verification process as a
high priority? Is this position identified in
the emergency management plan and/or
otherwise accessible to the Incident
Commander in an emergency?

d. Does the medical staff have a mechanism
to initiate the verification process of the
credentials and privileges of individuals
who receive disaster privileges as soon as
the immediate situation is under control?

e. Are the organization’s disaster and emer-
gency-privileging processes consistent with
the process established under the medical
staff bylaws for granting temporary privileges
to fulfill an important patient-care need? If
not, is an amendment to the medical-staff
bylaws contemplated and/or needed?

f. Has the appropriate jurisdiction established
procedures regarding credentials? Does the
appropriate jurisdiction allow an expedited
and/or different process for verifying that
the person practicing has the proper cre-
dentials when in an emergency situation?
Are immunity protections associated with
the credentialing process available during
an emergency?

g. Are “request for staff privileges” forms for
collecting credentials data available in the
Command Center?

5. Use of Licensed Professionals Outside Their Scope of

Practice. The use of licensed professionals outside

their normal scopes of practice, or using non-
licensed professionals to perform tasks that
would typically require a license, may raise legal
issues. Some states may have statutes that specifi-
cally authorize such practices, or allow certain
licensed professionals (e.g., physicians) to dele-
gate certain tasks to others while providing
supervision. Additionally, emergency-manage-
ment statutes or other public health emergency-
preparedness laws may allow the governor of a
state (or another designated individual, e.g:, a
state agency director) to suspend certain statutes
to authorize such activities during a crisis.

a. Do the appropriate local and state jurisdic-
tions allow for medical staff to delegate
their authority during an emergency situa-
tion? If so, to what extent?

b. Does legal authority exist to suspend pro-
fessionallicensure requirements during a
major disaster? If so, who has that authority?
Does the institution know how that deci-
sion would be communicated to it during
an emergency?

. Use of Licensed Professionals from Other States. Issues

may arise relating to using licensed professionals
from other states to assist in responding to an
emergency. The National Emergency
Management Association has published a model
law, entitled The Emergency Management Assistance
Compact (EMAC);3° most states have entered into
this compact. Article V of EMAC provides that
whenever (i) any person holds a license, certifi-
cate, or other permit issued by any EMA Gpartici-
pating state evidencing qualifications for profes-
sional, mechanical, or other skills, and (ii) when
such assistance is requested by the receiving
party state, such person shall be deemed to be
licensed, certified, or permitted by the state
requesting assistance to render aid involving
such skill to meet a declared emergency or disas-
ter.3! Tt also is possible that state professional-reg-
ulatory and/or emergency-management statutes
address these issues.

30 See Emergency Mgmt. Assistance Compact (EMAC), EMAC Emergency Management Assistance Model Legislation, at
www.emacweb.org/EMAC/About_EMAC/Model_Legislation.cfm (last visited Sept. 11, 2004).

31 4 atart. V. It should be noted that Article VI of EMAC provides that

Officers or employees of a party state rendering aid in another state pursuant to this compact
shall be considered agents of the requesting state for tort liability and immunity purposes; and
no party state or its officers or employees rendering aid in another state pursuant to this compact
shall be liable on account of any act or omission in good faith on the part of such forces while so
engaged or on account of the maintenance or use of any equipment or supplies in connection
therewith. Good faith in this article shall not include willful misconduct, gross negligence, or
gross recklessness.

Id. at art. VI.
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a. Has the organization’s state adopted EMAC
or other measures that address the use of
licensed professionals from other jurisdic-
tions during an emergency?

b. Does the organization know what limita-
tions and conditions the governor of the
state may prescribe when issuing an order
pursuant to EMAC or other statutory provi-
sions? Do EMAC or other state statutory
provisions confer immunity on licensed
professionals from other jurisdictions in an
emergency?

c. Does the organization know if licensed
medical personnel employed by federal
agencies are permitted to assist during an
emergency, and is their ability to practice in
an emergency contingent upon the state’s
licensure requirements?

Statutory and Regulatory Considerations

As part of their emergency-management planning,
organizations should evaluate the implications of the
following laws and regulations.

1. Occupational Safety and Health Act (OSHA) .32
OSHA applies to most private-sector employers.
It is enforced by the Occupational Safety and
Health Administration (also known as OSHA)
within the U.S. Department of Labor (DOL).33
The Act contains a “General Duty Clause” requir-
ing employers to furnish a place of employment
free from recognized hazards likely to cause
death or serious physical harm. OSHA sets work-
place standards for safety and for various
toxic/chemical exposures.

a. Does the emergency present a hazardous
working condition triggering OSHA obliga-
tions and attendant employee protections?
(In some circumstances, employees are per-
mitted to refuse to work in the face of real
danger of death or injury.)

Occupational Health and Safety Act of 1970, 29 U.S.C. § 651 (2004).
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b. Has OSHA promulgated guidelines for dis-
eases, toxic or chemical exposures, or simi-
lar health hazards involved in the emer-
gency??* Are any such guidelines being
contemplated?

2. Family and Medical Leave Act (FMLA).3> The

FMLA requires employers with fifty or more
employees to allow eligible employees to take up
to twelve weeks of unpaid leave in a twelve-
month period for a serious health condition
(among other reasons).36 A “serious health con-
dition” is defined as an illness, injury, impair-
ment, or physical or mental condition that
involves inpatient care or continuing treatment
by a healthcare provider.3” Some states have
analogous provisions, some of which are more
generous than the federal law.

a. Does FMLA cover an employee who is an
asymptomatic patient subject to quarantine
or isolation?

b. Does FMLA cover an employee’s family
member who is an asymptomatic patient
subject to quarantine or isolation?

c. Would a major emergency requiring the
participation of all available personnel
potentially excuse noncompliance with
FMLA, except for those employees with
absolute medical needs?

. Americans with Disabilities Act (ADA).38 The ADA

creates a variety of duties applicable to employers
with regard to disabled employees. It prohibits
discrimination against individuals with disabilities
who are otherwise qualified for a job, and it lim-
its pre-employment inquiries. A “disability” is
defined as “a physical or mental impairment that
substantially limits one or more of the major life
activities of such individual.”?® The ADA applies
to employers with fifteen or more employees,
and is enforced by the federal Equal
Employment Opportunity Commission
(EEOC).40 Healthcare organizations and others

For a further discussion of the Occupational Health and Safety Administration, see Occupational Health and Safety Admin, U.S. Dep’t

of Labor, at www.osha.gov (last visited Sept. 25, 2004).

See OCCUPATIONAL HEALTH AND SAFETY ADMIN., U.S. DEP'T OF LABOR, INFORMATION REGARDING SEVERE ACUTE RESPIRATORY SYNDROME (SARS)
(establishing guidelines for healthcare workers, laboratories, and airlines dealing with SARS), at www.osha.gov/dep/sars/index.html

(last visited Sept. 14, 2004).
Family Medical Leave Act, 29 U.S.C. §§ 2601-2654 (2004).

1d. §§ 2611-2612.
1d. § 2611.
Americans with Disabilities Act, 42 U.S.C. § 12101 (2004).

1d. § 12102.
Id. § 12111




must consider the following issues in an emer-
gency, given the nature of an institution’s physi-
cally impaired employees for whom it might pre-
viously have provided an ADA accommodation.

a. Do the individuals need any special consid-
erations in ensuring that they:

® Are located properly at the beginning of
an emergency;

¢ Can go to (or be brought to) a staging
area for contribution to the response;

¢ Contribute to the response, and not
somehow get in the way of it; and

¢ Can safely return to their offices (and
responsibilities), and/or home, after the
response?

b. Would it constitute disability discrimination
to fire an employee kept out of work due to
quarantine or isolation? Does such a deci-
sion depend on the employee’s disease
condition?

c. Do any of the organization’s employees
have a disability that will require special
assistance in the event of an evacuation? Is
the organization’s evacuation plan consis-
tent with the needs and special require-
ments of each of its employees and medical
staff members?

d. An employer may reject a job applicant
with a disability, or terminate an employee
with a disability, for safety reasons if the per-
son poses a direct threat (i.e., a significant

41 National Labor Relations Act, 29 U.S.C. §§ 151-169 (2004).
42 99 US.C. § 201 (2004).
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risk of substantial harm to self or others)
without violating the ADA. This might
cover an adverse-employment decision with
regard to an employee subject to isolation
or quarantine due to exposure and the risk
of infection. Could a bona fide emergency
convert an accommodation that normally is
a reasonable one into an undue hardship?

What should be the organization’s response
where employee absenteeism mounts due
to the stress of a particular emergency situa-
tion, and employees claim that they are suf-
fering from post-traumatic stress disorder?
Can such employees’ essential job functions
be accommodated at home?

. National Labor Relations Act (NLRA).*1 The NLRA

provides legal protection for employees engag-
ing in “protected concerted” activity, and governs
the relationship among unions, employees, and
employers. The NLRA is enforced by the
National Labor Relations Board (NLRB), and
governs most private-sector employers.

a.

b.

Has the organization addressed special
emergency circumstances (e.g., overtime,
lost wages, work rules, duty to bargain, griev-
ances) ahead of time in existing collective-
bargaining agreements? If not, will such
issues be addressed during the next renewal
of collective bargaining agreements?

What is the role of union stewards in an
emergency situation?

Fair Labor Standards Act (FLSA) .42 This fed-
eral statute establishes minimum-wage,
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maximum-hour, and overtime require- b. In the event of a major emergency
ments. It requires that all non-exempt requiring all available personnel to work
employees working over forty hours a week extended hours, could the good-faith
receive overtime pay at a rate of one and provisions of the Portal to Portal Act*3
one half times the regular rate. Hospitals excuse noncompliance with economically
and other healthcare institutions are cov- burdensome overtime requirements (par-
ered employers under the FLSA. The FLSA ticularly where much of the emergency

is enforced by the Wage and Hour Division services provided might well be without
within the Employment Standards any reimbursement or payment)?

Administration of the DOL.

a. Does time spent in mandatory quaran-
tine count toward the calculation of com-
pensable hours worked?

43 56029 U.S.C. § 251 (2004).




IV. Planning (Blue)

The Planning Section Chief anticipates the course of
events over the relevant time horizon, and makes
plans to ensure continued smooth operation of the
facility. #* At the initiation of an emergency, the
Planning Section Chief assesses staffing needs, calls in
off-duty staff, arranges for transportation of those who
need it, establishes a labor pool, and other related
tasks. Once a longer period becomes the relevant
planning horizon, the Planning Section Chief shifts
from a focus on the “next several hours” to an empha-
sis on “the next several days” as emergency operations
commence and stabilize. Eventually, the Planning
Section Chief prepares for the demobilization or
“standing down” of the organization from the emer-
gency. But planning activities go well beyond the activ-
ities of a Section Chief during an emergency.
Planning is the heart of good emergency response,
and it is found in all activities engaged in by the
organization for its daily operations. Emergency plan-
ning weds the knowledge that an emergency will
occur with the routine management activities the insti-
tution conducts.

A. Corporate Governance
It is important that an appropriate chain of succes-
sion is established in the event that key players are
unavailable during an emergency situation.

1. Has the organization established a chain of com-
mand?

2. Has a process been established that ensures con-
tinuous command-and-control functions at all
times and by appropriate individuals?

3. Are documentation requirements established for
an individual who asserts command responsibili-
ties during an emergency?

4. Is it clear within the emergency-management
plan and other documents how an incident com-
mander is identified? Is the incident comman-
der’s authority with respect to the administrative
commander (e.g,, the CEO) identified in the
documentation, and understood by those who
might assume incident command and/or main-
tain administrative authority over the institution?

5. Has the organization’s board of directors ratified
the chain of command, and is documentation to
that effect on file in the Command Center?

44 FIELD OPERATIONS GUIDE, supranote 13, at 8-3.

6. Are senior leaders trained in their expected
emergency-response roles, as well as in alterna-
tive roles they may be expected or required to
assume during an event?

7. Has the organization drilled for the activation of
the Command Center during evening, night,
and weekend shifts?

8. Have specific departments drilled in their poten-
tial responsibilities? In addition to emergency
department drills, has the senior-management
team drilled together? Have other departments
(e.g, finance, human resources) been included
in the drills?

Hazard Vulnerability Analysis

It is important for each organization to conduct a
Hazard Vulnerability Analysis (HVA). In an HVA, the
organization identifies the foreseeable risks it faces,
classifies them as “high” or “low” likelihood, and
assesses their potential effect on the organization.
What results is a prioritization of emergencies to plan
for, enabling the organization to devote its attention
to the high-likelihood, high-effect risks.

1. Who is charged with the preparation of the HVA
(e.g:, a member of senior management, the facili-
ties department, a committee)?

2. If the charged individual is not a member of sen-
ior management, have members of the senior
management team provided their input?

3. Where is the HVA located? Has a copy been
included in the institution’s emergency-manage-
ment manual?

4. Does the organization’s senior management
understand the major issues identified as part of
the analysis, and do these issues inform the facili-
ty’s documentation and contracting processes?

5. Does the HVA include the possibility of respond-
ing to terrorism and the so-called “CNBC” (i.e,
concussive, nuclear, biological, and chemical)
events, as well as the differing effects each might
have on the ability of the facility to respond?

6. Is the organization located in a potential terrorist
target area? If so, does the organization need to
stockpile certain mission-critical supplies, and is it
keeping track of its incurred expenses in doing so?

7. Does the HVA and the institution’s other emer-
gency plans contemplate whether and how the



emergency could limit access to (and from) the
institution for patients, employees, and vendors?

a. Are critical roads and transit points subject
to their own risks (e.g, earthquakes), or are
they targets for terrorist attacks?

b. Do such ingress/egress thoroughfares run
by locations that may need to limit their
own access in an emergency and beyond
(e.g., past police headquarters or govern-
mental buildings)?

c. Does the organization understand how
long a threatened closure may last (e.g.,
during the emergency; during the cleanup;
permanently)?

d. Based on the length of possible closure,
how might the closure affect both the
response to the emergency and the eventu-
al recovery from it?

8. Have the institution’s vendors been apprised of
the possible limitations of access to the facility,
and can they contribute to any necessary work-
around strategy to ensure the delivery of supplies
and equipment to the facility?

C. Community-Support, Affiliation, and Transfer
Agreements
Healthcare providers often are parties to myriad
community-support, affiliation, or transfer agree-
ments. Such agreements can be a source of support
during a crisis situation.

1. Does the facility participate in community or
industry organizations that may provide support,
or to which the facility may need to contribute,
during an emergency in the community? Is the
contact information for these organizations read-
ily accessible to the Command Center?

2. Is the facility part of a larger healthcare system
upon whose resources it can call (or to whose
resources the facility may need to contribute) in
an emergency?

a. Are such potential emergency contribu-
tions (i.e., resources of system members to
other system members) described in any
document or other agreement? For
instance, in an emergency, will other facili-
ties assist the organization by sending staff,
supplies, and/or equipment?

b. If the facility generally is a stand-alone facil-
ity, can agreements be implemented with
other community providers (perhaps even
with potential competitors) for emergency
assistance?

c. How will these contributions be compensated?

3. Is the institution part of a regional association
that can coordinate resources and response
among facilities?

a. Will the communication lines with any such
association be clear, even in an emergency?

b. Is the institution confident that the associa-
tion will address the institution’s unique
concerns relating to its patient population,
location, and available resources?

4. Does the organization have mutual-assistance
pacts with other facilities that may be able to
supply needed personnel, supplies, or equip-
ment? Are such mutual-assistance agreements
specific to the organization (e.g., does a pedi-
atric hospital have access to pediatric ventila-
tors in an emergency)?

D. Vendor Agreements
The institution’s mission-critical*> vendor agreements
should provide for the vendor’s assistance in plan-
ning for and responding to an emergency.

1. As part of the contracting process, has the insti-
tution discussed with its potential vendors the
outcome of its HVA?

2. Is the vendor aware of the potential risks that are
of particular concern to the institution?

3. Have contract discussions addressed any expecta-
tions between the parties about vendor response
and/or assistance in an emergency?

4. Has the organization sought and included input
from the vendor(s) in developing the institu-
tion’s disaster-recovery plans?

5. Does the institution have the leverage to demand
a priority response in an emergency? Should it
attempt to negotiate such a priority anyway?

6. Have any expectations been discussed with respect
to compensation for additional emergency servic-
es and/or goods? (The parties may decide legiti-
mately to leave the agreement silent on this point,
or may go into depth about this issue.)

45 Mission-critical items are not limited to clinical issues such as medical supplies. Mission-critical items may include food-service agree-
ments, software agreements for billing applications, and other items important to the organization’s operation.




7. Does the vendor understand that the institution who is evaluated and treated in the emergency
expects that the vendor will show up in an emer- department?
gency and that the parties will discuss the com-
pensation after the disaster, but that the consider-
ation will not reflect a mark-up in the negotiated
consideration purely because of the emergency?

2. Does the organization have a system of docu-
mentation sufficient for tracking of patients and
communication with healthcare providers?

3. Is the documentation in the chart sufficient to
demonstrate that the standard of care was met,
as well as to enable continuity of care?

a. Could access to the institution be interrupt-
ed, disrupting the flow of services and/or
goods to the institution in a disaster?

4. If the institution relies on a computer registra-

tion system that may be unavailable during por-

b. Will the institution have access to alterna-
tive suppliers of services and/or goods

tions of an emergency event, can the institution
(e.g, food)? . . .
print out blank screens (i.e., template informa-
8. Is the contract clear that a disaster at the institu- tion-entry screens providing the prompts for
tion’s location will not necessarily relieve the ven- information that can be manually recorded on
dor of its obligations? hard-copy) prior to or during the emergency, so

that demographic, insurance, and other informa-
tion elements usually captured by the computer
system electronically can still be captured (if only
by hand) and then backloaded into the comput-
er system once the crisis has passed? Similarly, if
the organization’s information technology (IT)
system fails temporarily, is a process in place to

9. Does a disaster experienced by the vendor at its
location relieve the vendor of all contractual
obligations, or would it instead trigger the ven-
dor’s obligation to implement its own disaster-
recovery plan in addition to the disasterrecovery
plan of the institution?

10. If a disaster interferes with the provision of the document critical entries in a patient’s medical
underlying services for a certain period of time record by hand, and ultimately to transfer them
(e.g., notwithstanding an involved disaster-recov- to the electronic system when it is again func-
ery plan, the institution’s software applications tional?

are unable to process its data for thirty days
after the disaster), may the institution terminate
the underlying agreement?

5. Does the system of the documentation in place
during emergencies meet requirements for
insurance reimbursement, subsequent loans,

E. Documentation funding from the Federal Emergency
Documentation of a healthcare institution’s opera- Management Agency (FEMA), payor funding,
tional, financial, and administrative activities is impor- and/or other emergency funding?

tant for many purposes. Nevertheless, documentation
in patient charts, for example, may be less complete
than usual when providers are responding to an

6. Is the documentation sufficient to comply with
reporting obligations to licensing agencies?

emergency situation. This may pose a legal vulnera- 7. How will the organization’s payroll records accu-
bility for healthcare providers. During an emergency rately capture the significant overtime provided
situation, documentation also may be particularly in an emergency?

important for insurance-reimbursement and grant
purposes if grants are made available based on what
was done (and adequately documented) during the
emergency. If documentation is insufficient, then an
organization can lose track of patients, symptoms and 9. Do any state-statutory immunity provisions apply
diagnoses, and loved ones because the organization is to recordkeeping during an emergency?

not following its usual systems.

8. Are any supplies that are given out to the com-
munity or government authorities appropriately
documented for subsequent reimbursement?

10. Have disaster funds been secured by proper

1. Is a triage tagging system in place that deter- declarations from the President, the governor,
mines the triage classification of each person the Secretary of Agriculture, and/or the




Secretary of Commerce as appropriate? (See
Section VI(D), Declaration of an Emergency or Major
Disaster; and Securing Disaster Funds).

F. Physical Plant and Facilities
It is important for a healthcare organization to assess
any potential vulnerabilities with its physical plant
and facilities, as well as to take appropriate measures
to ensure the continuation of utilities, IT systems,
communications, and other services necessary to
maintain its operations.

1. If an IT system is judged to be mission-critical, is
it on the electrical backup systems? Are the com-
puters that need to access the system also on the
backup systems?

2. What are the institution’s emergency power
capabilities? Are there any issues in accessing the
emergency power if a mass blackout is caused for
any reason?

3. Can the institution access portable generators?
Might the placement of a portable emergency
generator cause any street and/or zoning issues?
Have the organization’s personnel been trained in
the proper operation of emergency generators?

G.

4. Has the organization assessed potential vulnera-
bilities relating to the physical location of individ-
ual departments (e.g., placement of a data center
in a basement location that may be subject to
flooding)?

Civil Liability

When designing an emergency-preparedness plan for
a healthcare institution, it is likely that questions or
concerns will be raised regarding the potential civil lia-
bility of healthcare entities or personnel who respond
to an emergency. It is possible that state-statutory
immunity provisions may apply to such situations.
Immunity provisions may be found in state “Good
Samaritan,” emergency-management, or other statutes.

1. Does the appropriate jurisdiction(s) pro-
vide exemption from civil liability for emer-
gency care as provided in a Good
Samaritan act, emergency-management
laws, or other statutes?

2. Has the organization’s medical staff and
allied health practitioners been apprised of
the applicable statutes, and of their liabili-
ties and immunities during an emergency
situation?




V. Logistics (Yellow)

The Logistics Section Chief arranges for the needed
support to operations, including delivery of food and
other supplies; assessment and safe use of the facility,
if in question (e.g., following an earthquake or explo-
sion); and equipping of rooms and alternate-care sites
if evacuation or relocation becomes necessary.*6

A. Personnel
In an emergency situation, some staff will need to
remain on duty in order to maintain the continued
functioning of the organization and provide patient
care, while others may need to be released or evacu-
ated. Plans should be in place to mobilize needed
personnel while effectively moving non-essential staff
away from the institution.

1. Who is responsible for notification of an emer-
gency situation to the organization’s employees
and members of its medical staff? How is such
notification carried out?

2. Are staging areas assigned for specific groups of
employees?

3. Do the relevant employees know where those
staging areas are?

4. How are the staging areas for off-campus loca-
tions (e.g, clinics, physicians, and back offices)
coordinated?

5. How will the institution ensure that adequate
personnel will be deployed, but not so many that
the institution becomes overrun dealing with
personnel instead of patients?

6. How is the information about available person-
nel at these off-campus locations communicated
to the Incident Commander?

7. What occurs if one of the off-campus locations
has its own demand for additional personnel to
respond to the crisis? Does the institution’s man-
agement plan contemplate a response from mul-
tiple locations?

8. Have issues of food and rest been contemplated
in choosing the staging areas?

9. Is the institution prepared to provide places of
rest for employees who are unable to return
home (e.g., cots, physician examination tables,

46 FIELD OPERATIONS GUIDE, supra note 13, at 9-3.
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11.

12.

13.

14

15.

16.

17.

18.

19.

unoccupied beds and administrative offices, local
motel rooms)?

. Are these places of rest separate from patient-
care areas?

If employees will need to overstay their shift, is
adequate food available onsite to feed them? If
not, will the facility’s usual food suppliers be
able to access the institution in an emergency,
or will the hospital need to seek alternate sup-
pliers (e.g., local restaurant(s))?

How will the institution handle employees’
need to contact their families?

Do the employees have family emergency plans
in place?

. How will the institution handle employees who
need/demand to leave in order to safeguard
their own families?

What occurs if certain employees demand to
leave, but it may be unsafe to do so? How will
the institution obtain information about the
surrounding streets? How will it convey that
information to its employees?

How will adequate staffing during the crisis be
ensured? Does the organization have an emer-
gency- or contingency-staffing plan in the event
that personnel either are unable or unwilling to
report to work? Is the organization aware of
state-specific laws and regulations affecting per-
sonnel overtime or extended shifts?47

How will the institution communicate to those
of its employees who were not at the facility at
the start of the crisis that they should/should
not try to report to the facility?

How will the institution handle bringing per-
sonnel to the facility if the usual means of
access is interfered with by the event (e.g,

a blizzard or flood)?

How will the organization ensure the availability
of contract or leased healthcare practitioners
(who may have relationships with other institu-
tions) during the emergency situation? Does
the independent-contractor or employee-leas-
ing agreement(s) contemplate alternative-
staffing arrangements in the event of an emer-
gency? Do such agreements clearly delineate

47 Note that state laws may limit mandatory overtime. See, e.g., WASH. Rev. CODE § 49.28.140 (2004). State laws may also limit nurse-to-
patient staffing ratios. See, e.g., CAL. HEALTH & SAFETY CODE § 1276.4 (2004); see also ACCREDITATION COUNCIL FOR GRADUATE MEDICAL
EpucatioN (ACGME), COMMON PROGRAM REQUIREMENTS § VI (2003), available at
www.acgme.org/DutyHours/dutyHoursCommonPR.pdf (last visited Sept. 25, 2004).




LOGISTICS

what duties the organization can require of con-
tracted or leased employees during an emer-
gency situation?

20. How will documentation of employee and con-

21.

22.

23.

tract healthcare practitioner overtime be docu-
mented, and how will such personnel records
be protected?

How will the institution account for an employ-
ee who could not get to work and/or was not
needed to respond (e.g, will the time away from
the individual count as paid time off, or will her
wages be docked)? What labor agreements may
influence the thinking around this issue, and
what do they say about it?

How will the institution demobilize its employ-
ees from their response?

Will some or all employees need to be
debriefed in the aftermath of the emergency
event?

24. Is an evacuation plan in place? Does the evacua-

tion plan involve movement to particular sites?
What assumption of liability does the institution
assume when effecting such an evacuation?

B. Information Technology Infrastructure and
Software Applications
An organization’s agreements relating to IT infra-
structure and software applications should take into
account emergency-response needs.

. Do the institution’s software licenses specifically

authorize the regular backup of relevant software
and the data, as well as the loading of the soft-
ware in test, backup, and disaster-recovery envi-
ronments to protect the applications and data?

. What, if any, redundancy is built into the institu-

tion’s IT infrastructure?

. Has the choice of the location of the institution’s

data center taken into account issues such as the
age of the building’s underlying infrastructure,
access to emergency generator power, access to
air conditioning, and related concerns, as well as
the criticality of the applications to be run out of
the center?

. Will the IT emergency plan be effective in a

“minor” disaster (e.g., a cut power line or data-
center flood) that is not primarily or initially an
institution-wide issue?

5. Does the institution have in place disaster-recov-
ery sites and plans for its software applications?

a. Are its software applications and data
backed up on a regular basis?

b. If the organization’s software applications
generally are run on-site, is its disaster-
recovery site located offssite (or vice versa)?

c. Have the advantages and disadvantages of
the locations of the organization’s primary
software-operations and disaster-recovery
sites been taken into account in the various
contracting processes?

d. If the institution’s software applications are
run in a Web-based or remote-computing
mode, is the vendor’s disaster-recovery plan
accessible to the institution, and has the
institution reviewed that plan?

e. Based upon the review of the remote ven-
dor’s disaster plan, is it necessary for the
organization to separately contract for a dis-
aster-recovery site for that application, or
can the primary agreement be considered
to include a disasterrecovery component?

f. If the institution is relying upon the disas-
terrecovery plans of the remote vendor,
will the institution be notified of any
changes to that plan?

g. Does the institution have the negotiating
leverage necessary to require its consent to
any changes in the vendor’s disaster-recov-
ery plan? Does the institution have the
expertise to exercise effectively its consent
over a remote vendor’s disaster-recovery
plan, or is it better to rely on the vendor’s
expertise in the particular instance?

C. Developing Emergency Plans for IT Services
In preparing for emergencies, an organization’s goal
should be to maintain continuity of critical IT servic-
es during and following the emergency, and to have
in place a disaster-recovery plan that allows IT servic-
es to be re-established as quickly as possible.

1. What are the organization’s critical IT services?

a. How long can the organization afford to be
without such IT services from the perspec-
tive of safety, cost, and other relevant con-
siderations? (In other words, what is the
organization’s risk threshold for various IT
functions?)




b. Does the facility’s emergency plan currently
address maintaining continuity of IT servic-
es and recovery of IT services?

c. For IT services provided in-house (if any),
what type of backup systems does the facili-
ty have in place (e.g., redundant or “fail
over” systems, personnel, skill sets; off-site
data storage; off-site backup operations)?

d. Has the facility identified potential failures
in its IT operations?

e. Has the facility developed detailed proce-
dures for mitigating each of the potential
failures?

. What plans does the facility have in place
for ensuring that necessary IT personnel
are available during and following emer-
gencies?

g. Has the facility established plans for com-
municating with key IT personnel (includ-
ing vendor personnel) in case of an emer-
gency, and for ensuring that they can com-
municate with each other?

h. Has the facility tested its emergency plans
and mitigation procedures at least annually?

i. Have the vendor’s personnel participated
in the emergency planning, mitigation pro-
cedures, and drills?

2. For outsourced IT services, what additional issues
require consideration by healthcare organizations?

a. What IT issues can/will the facility handle
in the event of an emergency?

b. What issues does the organization expect its
IT vendor(s) to handle?

c. Do the facility’s IT vendor(s) have emer-
gency plans in place?

d. Do these plans specifically ensure that the
facility’s IT services will be maintained dur-
ing an emergency?

e. Has the facility coordinated its emergency
IT plans with those of its vendor(s)?

f. Are the IT vendor’s emergency plans
addressed in the contract between the facil-
ity and the vendor?

g. Has the facility established plans for com-
municating and coordinating with its I'T
vendor(s) in the event of an emergency?

h. Are these communication and coordina-
tion plans incorporated into the contract
between the facility and the vendor?

D. Mitigation of ISP Failure

A specific element for consideration in relation to
the facility’s emergency IT planning is how to main-
tain Internet Service Provider (ISP) service during
and following an emergency.

1. Does the facility maintain two separate ISP rela-
tionships in the event that one ISP fails? Does
the organization prefer to have the second ISP
arranged as a back-up service (in which case it
will only be activated if the primary ISP fails), or
does the facility wish to maintain two fully func-
tioning ISPs at all times?

2. Does the organization maintain a service-level
agreement with its ISP provider(s) that guaran-
tees immediate service if the facility experiences
problems with the ISP? Does the agreement
include a provision specifying the service that the
organization expects to receive during and fol-
lowing an emergency?

. Maintaining a Hot or Cold Site

The organization will need to decide whether to
maintain a “hot site” for some or all IT services
(either directly or through an IT vendor). A hot site
is a physical location to which the facility can move its
data operations and communications in the event of
an emergency. The hot site will be configured to the
facility’s specifications, with computers, printers,
Internet services, and work stations for staff. The hot
site maintains the same data as is maintained at the
facility, either through regular backups or through
real-time synchronization. In case of an emergency, a
hot site will allow the facility to restore operations
within hours or days, depending on the level of serv-
ice purchased. A cold site, by contrast, generally does
not allow for immediate restoration of data opera-
tions and communications. A cold site usually con-
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sists of pre-arranged contracts for the lease of com- 3. Has the facility conducted a business analysis
puters, equipment, and space in an emergency, as regarding the effects of losing its IT services, or is
well as off-site storage of data tapes. Although a cold loss of IT services included in the HVA?

site is a less expensive option, it will take more time

for that site to become fully operational. The choice
of whether to maintain a hot site, cold site, or some

combination of the two, will depend on the facility’s
need to immediately restore data operations and

4. How much is the facility willing to spend to
ensure that the continuity of IT services is main-
tained (e.g,, on a real-time basis; on a delayed-
response basis)?

communications in an emergency. Conducting a 5. Does the facility’s IT vendor(s) maintain hot or

business analysis or HVA can help determine the cold sites that will be used to protect the facility’s

facility’s capacity to handle “down-time” in its data IT services?

operations and communications, and guide the selec-

tion of backup services and facilities. 6. Would it be less expensive to contract with an IT

vendor to provide the facility with hot site or

1. For how long can the facility afford to be without cold site backup, as opposed to contracting for

its IT services? the backup system directly?

2. How serious is the effect of having the facility’s
IT services unavailable?




VI. Finance (Green)

The Finance Section Chief makes arrangements to
ensure the organization’s continued financial health,
from recording the cost of emergency response to
arranging credit for needed supplies and coordinat-
ing financial arrangements for emergency operations,
such as costs associated with relocating patients from
an evacuated building.

A. Cash Flow
Regardless of whether they are operated on a for-
profit or nonprofit basis, healthcare institutions
depend upon regular cash flow to remain opera-
tional. The majority of income for most healthcare
institutions comes from patient insurance reimburse-
ment (either private or governmentsponsored). An
emergency may interrupt the usual revenue cycle,
either due to loss of the institution’s computer system
or a more general local or regional event.
Accordingly, the continued financial operations of a
hospital are dependent primarily on an ability to doc-
ument and bill for services provided during an emer-
gency in a manner that closely approximates the
documentation that is used for usual operations.

1. Does the institution’s emergency-management
planning establish how to conduct billing when
the computer system (or other infrastructure
components) is compromised? Can personnel
print out blank screens from the computer sys-
tem, complete them by hand, and then backload
the data entry once the crisis passes?

2. If full documentation for billing purposes is not
available, are methods for recordkeeping suffi-
cient to retroactively establish services rendered,
either (i) for purposes of billing third-party pay-
ors who would accept billing based on such
records and/or (ii) claims under business-inter-
ruption insurance policies and/or governmental
grant programs?

3. Are potential recordkeeping methods varied to
enable a confirmation of services through multi-
ple records?

4. To the extent that the institution needs to pro-
vide goods and supplies to other responders, has
the institution determined how it will keep track
of what has been provided, and at what cost, in
order to obtain subsequent reimbursement from
the party who received the goods or services (or
from some other source)? Are the tools neces-

48 049 CFR. §§ 412.106, 447.272(c) (2) (2004).

B.

2.

sary to track such outgoing items (including, but
not limited to, a pen and paper) available to the
Logistics Section Chief in during a response?

Patient Insurance Coverage

Healthcare organizations should review third-party
payor agreements, as well as examine what other
funding sources may exist to cover treatment ren-
dered to patients during an emergency situation.

1. Do private health-insurance policies provide for
coverage for treatment mandated by public
health authorities (e.g., in the case of isolation)?

a. Is such treatment covered by a private
payor, Medicaid, Medicare, or the Federal
Employees Health Benefits Program
(FEHBP)?

b. Can a determination of medical necessity
by a public health authority trump a deter-
mination to the contrary by a private
payor?

c. Are prior authorization/precertification
requirements waived in the event of a
major disaster or emergency?

d. Do payor agreements contain a force majeure
clause that references epidemics or other
public health emergencies as excluded
events?

e. Are Medicare Disproportionate Share
(DSH) payments*® or other similar funds
available to cover the costs of this treatment
if private-payor coverage falls short?

f. Can institutions address these issues in
provider agreements with health plans?

What other funding sources are available to the
institution?

a. Is business-interruption insurance avail-
able?

b. Does the county or state have funds to com-
pensate an institution if private coverage is
insufficient?

c. Are federal funds available for any of the
following:

* Bioterrorism preparedness appropriations
(and, if received, can the organization set
aside these funds for cash-flow interrup-
tion in an emergency);



® New CMS funds appropriated in the
Medicare Modernization Act for hospitals
to aid hospitals providing uncompensated
care; and/or

¢ Post-event appropriations?

d. Can the institution create a new funding
stream through patient surcharges or other
mechanisms?

e. Are Red Cross funds available?

f. If the institution is designated as an isola-
tion or quarantine facility, are there plans
(on a federal and/or state level) to provide
compensation to facilities if revenues are
adversely affected?

C. Institutional Insurance Coverage
Managing risk is an important part of ensuring con-
tinued viability and protection in the event of an
unexpected occurrence for any business, including
the provision of healthcare. (For additional informa-
tion on terrorism and natural-disaster risk manage-
ment, please see Appendix B.) Insurance plays a vital
role in the management of risk by providing a mech-
anism for spreading that risk. Insurance allows busi-
nesses to accept what would otherwise be unaccept-
able risk.

1. Does the organization review its insurance cover-
age on a periodic basis?

a. What s the current level of coverage? What
coverage is available? What are the institu-
tion’s deductibles?

b. Is the organization subject to minimum-
coverage requirements for the different
types of insurance?

c. How should the institution determine
appropriate coverage levels? What
resources,/tools are available to aid assess-
ment of risk/vulnerability?

d. What causes of loss are covered by the insti-
tution’s policy? Are distinctions made
between differing causes of loss (e.g., natu-
ral disaster vs. terrorism vs. naturally occur-
ring bio-incident)? Must the emergency be
publicly declared in order to make a claim
under the insurance, or may other crises
that trigger an interruption of one or more
operations generate a claim?

e. Does the institution have a copy of the poli-
cy in an easily accessible location? Can the

Finance Section Chief locate a copy in an
emergency?

f. When was the institution’s policy last
reviewed? Does the institution have a policy
in place for how often its coverage is
reviewed?

g. What documentation is required to file a
claim?

h. Have appropriate steps been taken to identi-
fy and protect vital records (e.g:, are copies
of important records kept offsite, or in a
safe place where they may be accessed easily
following an emergency)? Are vital insur-
ance records stored in a fireproof cabinet?

2. What property insurance is available?

a. What method will be used to value the
insured property?

b. How does the institution’s insurer evaluate
preventive/mitigating action?

® Does the policy allow for reduced premi-
ums if preventative measures are taken?

® Does the policy require mitigation of
known risks?

c. Are recent improvements or additions
insured? Must the organization notify the
insurer to cover such improvements?

d. What costs are covered (e.g., repair to pre-
disaster condition; rebuilding; relocation
costs)? Have sublimits that may apply in an
emergency been established (e.g, flood or
earthquake limits)? Are these limits ade-
quate for recovery from a catastrophe, or
will additional resources be required?

3. What liability insurance coverage is available?

a. Could the institution be held liable to third
parties for contributing to loss by failing to
take appropriate protective measures or for
negligence (e.g., failure to take appropriate
measures to prevent the spread of infection
within the facility; failure to provide ade-
quate evacuation routes)?

b. What are the limits to the institution’s lia-
bility coverage? If the limits are determined
on a per-occurrence basis, how is an “occur-
rence” defined in the policy?

c. Should the institution consider an umbrel-
la policy (i.e., excess liability insurance) to




protect it in the event of a large catastrophic several types of disaster-assistance loans (including
loss? pre-disaster mitigation loans), depending on the
nature of the disaster and the amount of damage suf-

4. What business-interruption insurance is available? . . . . .
p fered.?3 Disaster assistance for individuals is coordi-

a. How will the organization’s lost business nated through FEMA.7
income be measured? What documenta-
tion is required to establish a loss? 1. Has the President of the United States declared
an emergency or major disaster, triggering feder-
b. Does the organization’s policy specify a al response mechanisms (including SBA and
time period for coverage, or is it covered FEMA)?

until operations resume?
o ) ) 2. Has the SBA declared a disaster, triggering the
c. Is the organization covered if the business loss SBA disaster-loan program?
is not a result of insurable peril such as a fire?
3. Is the organization located in the declared emer-

e g, Loss of business income as a result of gency or disaster area?
evacuation in response to civil authority in If yes, is it located in a declared county or an
the event of a bio-terrorist attack? adjacent county? (This may affect the type of

¢ E.g, Loss of business income due to SBA loan for which the business is eligible.)

supplier interruption? 4. What type of assistance does the organization

d. What costs are covered? seek from state and federal agencies?

a. Is shortterm aid (e.g, supplies, personnel,
debris removal, technical assistance)
required? (This type of assistance is coordi-
nated through FEMA.)

¢ I.g., Premium prices paid in order to main-
tain minimal operations or facilitate recov-
ery; salaries; other operating expenses?

e Ii.g., workers’ compensation; health and life

insurance costs? b. Are long-term loans necessary? (Loans are

coordinated through the SBA.)
D. Declaration of an Emergency or Major Disaster,

and Securing Disaster Funds c. Are federal equipment, supplies, facilities,

. N indi ?
Large-scale emergencies?? and major disasters®? are personnel, and other resources indicated:

declared by the President of the United States, upon d
request from the governor(s) of the affected state(s),
and must “be based on a finding that the [emergency

. Is technical and advisory assistance to state
or local governments needed?

or major] disaster is of such severity and magnitude e. Are medicine, food, and consumables
that effective response is beyond the capabilities of needed? Will additional relief be required
the State and the affected local governments and that from disaster-assistance organizations?
. . 251 o . .
Federal assistance is necessary.”! Less-serious disas £ Are debris or wreckage removal; search and

ters can be declared by the Small Business
Administration (SBA), which coordinates disaster
assistance for businesses.>2 Business can apply for

rescue; emergency medical care; emer-
gency shelter; provision of food, water, and

19 An “Emergency” for purposes of obtaining federal funding, is defined as “any occasion or instance for which, in the determination of

the President, Federal assistance is needed to supplement State and local efforts and capabilities to save lives and to protect property
and public health and safety, or to lessen or avert the threat of a catastrophe in any part of the United States.” 42 U.S.C. § 5122(1)
(2004).

For purposes of obtaining federal funding, a major disaster is defined as “any natural catastrophe (including any hurricane, tornado,
storm, high water, wind-driven water, tidal wave, tsunami, earthquake, volcanic eruption, landslide, mudslide, snowstorm, or drought),
or, regardless of cause, any fire, flood, or explosion, in any part of the United States, which in the determination of the President causes
damage of sufficient severity and magnitude to warrant major disaster assistance under this chapter to supplement the efforts and avail-
able resources of States, local governments, and disaster relief organizations in alleviating the damage, loss, hardship, or suffering
caused thereby.” 1d. § 5122(2).

51 14 ¢ 5170.
52

50

See U.S. Small Business Admin., Understanding How Disaster Declarations Are Made, at www.sba.gov/disaster_recov/basics/declara-
tions.html (last visited Sept. 20, 2004) [hereinafter Understanding How Disaster Declarations Are Made].

53 S 15 U.S.C. § 636(b) (2004).

54 Gppid. § 636(b) (1) (C); Understanding How Disaster Declarations Are Made, supra note 52.
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other essential needs; temporary facilities
for schools and essential community servic-
es; demolition of unsafe structures; dissemi-
nation of public information; or technical
advice necessary?

g. Are other hazard-mitigation efforts warranted?

h. Are repair, restoration, and/or replace-
ment of damaged facilities indicated?

i. Is establishment of temporary emergency-
communications systems desirable?

5. Is the institution considered a “large” or “small”
business by federal standards? Large businesses
are eligible for SBA Physical Disaster Business
Loans,% but not Economic Injury Disaster Loans
or Pre-Disaster Mitigation Loans-% Small busi-
nesses are eligible for all three types of loans.>?

6. Is the institution eligible for loans from other
sources that can be used for disaster assistance?
If yes, then the business may not be eligible for
SBA disaster-assistance loans.58

For additional information on securing
federal disaster funds, see Appendix C.

U.S. Small Business Admin., Physical Disaster Business Loans, at www.sba.gov/disaster_recov/loaninfo/phydisaster.html (last visited Sept.
20, 2004) [hereinafter Physical Disaster Business Loans]; see also 13 C.FR. § 123.200(a) (2004).

13 C.ER. § 121.302 (2004).

1d. § 123.200(a); see Physical Disaster Business Loans, supra note 55; U.S. Small Business Admin., Economic Injury Disaster Loans For
Small Businesses, at www.sba.gov/ disaster_recov/loaninfo/ecoinjury.html (last visited Sept. 20, 2004) [hereinafter Economic Injury
Disaster Loans For Small Businesses]; U.S. Small Business Admin., Pre-Disaster Mitigation Loan Program, at
www.sba.gov/disaster_recov/loaninfo/pre_disaster_mitigation.html (last visited Sept. 20, 2004) [hereinafter Pre-Disaster Mitigation Loan

Program].
13 CFR. §§ 123.101(c), 123.201(a) (2004).




VIl. Recovery: Ending Emergency
Operations

This Checklist should provide legal counsel with the
necessary tools to assist healthcare providers in
preparing for an emergency, and in facilitating the
return of the organization from emergency operations
to normal status as quickly as possible. The Planning
Section Chief will spend considerable time planning
for the transition back to routine activities, including
demobilization of any additional resources imple-
mented during the crisis. This recovery constitutes the
fourth and final stage of emergency preparedness.
The Recovery phase includes: implementing any nec-
essary repairs; granting furloughs to staff who
responded to the emergency; returning patients to
previously closed units; submitting applications for
available emergency relief funding; and similar steps.
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RECOVERY

It is important to ensure that the organization has
adequate staffing and resources to resume its ongoing
operations.

Finally, debriefing from the emergency is an impor-
tant step to obtain input with regard to “lessons
learned” for use in the event of future crises.
Administrative and clinical personnel alike should
participate in debriefing the event, and the informa-
tion gathered during debriefing, and those gleaned
from the records kept in the Command Center,
should form the basis for the next round of prepara-
tion and mitigation—the first two phases of emer-
gency planning. In this way, successfully concluding
the response to (and recovery from) an emergency
creates the opportunity for further improvement in
readiness in anticipation of the unknown but
inevitable next emergency.

5. DEPARTMENT OF HEALTH AND HUMAN SERVICES,
CENTERS FOR DISFASE CONTROL AND PREVENTION,
PusBLic HEALTH GUIDANCE FOR COMMUNITY-LEVEL
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(NIMS), AN INTRODUCTION, at
http://training.fema.gov/EMIWeb/1S/is700.asp
(last visited Sept. 9, 2004); NORTH CAROLINA
HOSPITAL ASSOCIATION, HOSPITAL EMERGENCY
INCIDENT COMMAND SYSTEM, al www.ncha.org/
public/docs/bioterrorism/HEICS.pdf. (last visited
Sept. 9, 2004).

7. NATIONAL FIRE PROTECTION ASSOCIATION (NFPA)
1600 STANDARD ON DISASTER/EMERGENCY
MANAGEMENT AND BUSINESS CONTINUITY PROGRAMS
(2004) at www.nfpa.org.



APPLICATION OF EMTALA DURING A MAJOR
PUBLIC HEALTH EMERGENCY

Recent events have raised questions regarding
whether a provider’s obligations under the Emergency
Medical Treatment and Active Labor Act (EMTALA)>?
might be modified or waived in the event of a major
public health emergency.®® On November 8, 2001, the
Centers for Medicare & Medicaid Services (CMS)
issued an informal policy statement in response to
hospitals’ inquiries regarding the extent of their
EMTALA obligations following the fall 2001 anthrax
incidents.5! Up to that point, administrative and case
law involving EMTALA had not contemplated public
health emergencies. The statute itself contains no sug-
gestion that its obligations would vary in the face of a
community-wide emergency; nevertheless, when such
events began to seem more likely, concerns and ques-
tions arose.5? Although it reiterated to some extent
the continued application of EMTALA’s obligations,
the 2001 CMS letter suggested that there was an
exception to the stabilization requirement if a com-
munity response plan is in place.5® Moreover, the letter
indicated that a hospital’s initial screening obligation
might be limited if a community-response plan desig-
nated certain facilities to handle particular categories of
patients in a bioterrorism situation, and if the hospital
in question is not such a designated facility.5

The Public Health Security and Bioterrorism
Preparedness and Response Act of 20029 articulated
a more formal policy regarding EMTALA obligations
in an emergency situation. The legislation authorized
the Secretary of the Department of Health and

APPENDIX A

Human Services (DHHS) to waive sanctions for
EMTALA violations when the violation comes from an
inappropriate transfer of an unstable patient in public
health emergency circumstances (as defined by a pres-
idential declaration). This potential limitation on
EMTAILA obligations during a public health emer-
gency is more circumscribed than what the 2001 CMS
letter suggested, as it does not indicate a reduction in
the screening obligation (nor does it eliminate private
individuals’ right of action).

The final EMTALA rule promulgated on September
9, 2003,56 also addressed public health emergency sit-
uations. Similar to the 2001 CMS letter and the 2002
Public Health Security and Bioterrorism Preparedness
and Response Act, this final rule did not answer defi-
nitely the question regarding the extent of EMTALA
obligations in a crisis situation. The preamble to the
rule references the 2001 CMS letter, and notes that
the final rule adds a public health emergency provi-
sion to the EMTALA regulations.5” The new provision
states that “sanctions under EMTALA for an inappro-
priate transfer during a national emergency do not
apply to a hospital with a dedicated emergency depart-
ment located in an emergency area. . .. In the event
of such an emergency, CMS would issue appropriate
guidance to hospitals.”®8

CMS Interpretive Guidelines issued to State Survey
Agency Directors on May 13, 2004,%9 seemed to restate
the position taken in the 2001 CMS letter.
Referencing the new regulatory provision implement-
ed with the 2003 final rule,” the guidelines state that,
in the event of a national emergency or crisis, if state

59 Emergency Medical Labor and Active Treatment Act, 42 U.S.C. § 1395dd (2004).
60 Sara Rosenbaum & Brian Kamoie, Finding a Way Through the Hospital Door: The Role of EMTALA in Public Health Emergencies, 31 J.L. MED.

& ETHICS 590, 591 (2003).
61

Letter from Director, Survey and Certification Group, Ctrs. for Medicare and Medicaid Servs., to Regional Administrators, State Survey
Agencies (Nov. 8, 2001) (Question and Answer Relating to Bioterrorism and the Emergency Medical Treatment and Labor Act), avail-
able at www.cms.hhs.gov/medicaid/survey-cert/110801.asp (last visited Sept. 20, 2004) [hereinafter Letter to Regional Administrators].
62 New indications that hospitals are not adequately prepared for bioterrorism or similar incidents have heightened such concerns. See
JoINT COMM’N ON ACCREDITATION OF HEALTHCARE ORGS., HEALTH CARE AT THE CROSSROADS: STRATEGIES FOR CREATING AND SUSTAINING
COMMUNITY-WIDE EMERGENCY PREPAREDNESS SYSTEMS, available at www.jcaho.org/about+us/public+policy+initiatives/emergency+prepared-
ness.pdf (last visited Sept. 20, 2004); U.S. GENERAL ACCOUNTING OFFICE, HOSPITAL PREPAREDNESS: MOST URBAN HOSPITALS HAVE
EMERGENCY PLANS BUT LACK CERTAIN CAPACITIES FOR BIOTERRORISM RESPONSE, GAO-03-924, at 1 (Aug. 2003), available at
www.gao.gov/new.items/d03924.pdf (last visited Sept. 25, 2004).

Letter to Regional Administrators, supra note 61.

64 1,

65 public Health Security and Bioterrorism Preparedness and Response Act of 2002, Pub. L. No. 107-188, 116 Stat. 594 (codified as
amended in scattered sections of 7, 21, 29, 38, 42, 47 U.S.C.).

Clarifying Policies Related to the Responsibilities of Medicare-Participating Hospitals in Treating Individuals With Emergency Medical
Conditions, 68 Fed. Reg. 53,222 (Sept. 9, 2003) (to be codified at 42 C.FR. pts. 413, 482, 489).

67 14 at 53,257.

68 1.

69 Letter from Director, Survey and Certification Group, Ctrs. for Medicare and Medicaid Servs., to State Survey Agency Directors (May

13, 2004) (Revised Emergency Medical Treatment and Labor Act (EMTALA) Interpretive Guidelines), available at
www.cms.hhs.gov/medicaid/survey-cert/sc0434.pdf. (last visited Sept. 25, 2004) [hereinafter Letter to State Survey Agency Directors].
70 49 CFR. § 489.24(a) (2) (2004).




APPENDIX A (continued)

or local governments have implemented community-
response plans designating certain facilities to handle
particular categories of patients, then hospitals in the
area that are not designated facilities must still provide
a medical screening exam, but may then transfer
patients in those categories to a designated facility
without triggering EMTALA sanctions.”!

APPENDIX B

RISK-MANAGEMENT CONSIDERATIONS

Terrorism Risk Management

Individuals and businesses typically purchase insur-
ance coverage from direct insurers. Direct insurers
write the policies, collect the premiums, and pay
claims to the insured. Reinsurers, on the other hand,
provide some protection from exposure for direct
insurers by acting as insurance for the direct insurers.
Following the attacks on September 11, 2001, the
majority of the property and liability loss was passed on
to reinsurers. As a result, reinsurers began excluding
terrorism risk from their policies, which led direct
insurers to begin taking similar actions. Currently, state
insurance regulators require direct insurers to offer ter-
rorism risk insurance. Reinsurers, who are not regulat-
ed by state insurance commissioners, however, are not
required to provide reinsurance for terrorism risk, cre-
ating a major weakness in the support structure of the
insurance industry.

In late 2002, the Terrorism Risk Insurance Act”®
(TRIA) was enacted. The act’s enumerated purposes
are “to address market disruptions, ensure the contin-
ued widespread availability and affordability of com-
mercial property and casualty insurance for terrorism
risk, and to allow for a transition period for the pri-

Letter to State Survey Agency Directors, supra note 69, at 31.

The Project Bioshield Act of 2004, signed into law on
July 21 of that year, contains a brief provision relating
to EMTALA’s screening obligations, allowing the
DHHS Secretary to waive standard EMTALA require-
ments, and allow for “the direction or relocation of an
individual to receive medical screening in an alternate
location pursuant to an appropriate State emergency
preparedness plan.” 72

vate markets to stabilize and build capacity while pre-
serving State insurance regulation and consumer pro-
tections.”” The Act’s “make available” provision found
in § 103(c) requires all entities that meet the act’s defi-
nition of insurer to “make available” in their “property
and casualty insurance policies, coverage for insured
losses resulting from an act of terrorism.”” This cover-
age cannot differ materially in form from coverage
applicable to losses arising from other events.

The Terrorism Risk Insurance Program places the fed-
eral government in the role of reinsurer.’6 However,
several limitations apply. Under the act, the federal
government only reimburses insurers for a portion of
their “insured losses””” resulting from certified “acts of
terrorism.””® The “act of terrorism” must meet specific
requirements including commission “by individual(s)
on behalf of any foreign person or foreign interest, as
part of an effort to coerce the U.S. civilian population
or to influence the policy or affect the conduct of the
U.S.”7 Thus, acts of domestic terrorism are excluded.

Although the act’s definition of “insured loss” does
not exclude losses from nuclear, biological, or chemi-
cal perils, losses resulting from certified acts of terror-
ism involving those perils are only covered “if the cov-
erage for those perils is provided in the primary or

72 Project Bioshield Act of 2004, Pub. L. No. 108-276 § 8, 118 Stat. 835, 864 (codified as amended at 42 U.S.C. § 1320b-5).
73 Terrorism Risk Insurance Act of 2002, Pub. L. No. 107-297, 116 Stat. 2322 (codified in scattered sections of 12, 15, 28 U.S.C.).

74 I4.§101(b), 116 Stat. at 2323.
75 14§ 103(c), 116 Stat. at 2327.

76 The Federal “reinsurance” is 90% of covered losses that exceed an insurer’s deductible. This share is subject to an annual industry
aggregate limit of $100 billion. The insurer’s deductible is based on an insurance company’s earned premiums from the previous calen-

dar year. Id. § 103(e) (1) (A), 116 Stat. at 2328.

77 The Act defines “insured loss” as any loss resulting from an “act of terrorism.” Terrorism Risk Act of 2002 § 102(5), 116 Stat. at 2325.

78 Under the Act, the “act of terrorism” must be certified as such by the Secretary of the Treasury, in concurrence with the Secretary of

State and the Attorney General. 31 C.ER. § 50.5(b) (2004).

9 Additionally, the act must “be a violent act or an act that is dangerous to human life, property, or infrastructure;” must occur in the
United States or abroad in the case of air carriers, vessels, or missions; and must result in damages in excess of $5 million. /d. An act
cannot be certified if it occurs in the course of a “war declared by Congress” (except for workers’ compensation coverage). /d.



excess property and casualty policy issued by [the insti-
tution’s] insurer.”80 The act does not prohibit an
insurer from excluding coverage for nuclear, biologi-
cal, or chemical perils if the same exclusions are also
applied to losses arising from events other than acts or
terrorism, and if the exclusion is permitted by state
law.3! Although TRIA temporarily®? ensures the avail-
ability of some coverage for losses due to terrorism,
the act is not comprehensive even in the limited ter-
rorism-risk insurance arena.

Natural-Disaster Risk Management

Recent focus has been on emergencies resulting from
acts of terrorism. Historically, however, disasters not
related to terrorism have been the primary cause of
public health emergencies. Natural disasters (e.g.,
earthquakes, floods, hurricanes, and tornadoes) may
have a devastating effect on businesses. According to
the Insurance Information Institute, more than 30%
of businesses never reopen following closure due to
hurricane, tornado, flood, or other disaster.83

80

APPENDIX B (continued)

Commercial-property insurance and business-interrup-
tion insurance typically will provide the two main
sources of protection for the institution in the event
of a natural disaster. Property insurance will cover the
cost of damage repairs, while business-interruption
insurance will cover the loss of business income.

Two types of business-interruption coverage are avail-
able: named perils and all-risk policies. The former
provides protection only for specifically named perils,
while the latter provides coverage for all perils except
those specifically excluded. The two types of insurance
generally are purchased as a package, and the same
perils will be covered under both policies. It is impor-
tant to note that two common exceptions to property
insurance are earthquake and flood damage.
Coverage for these events typically can be added for
additional fees. In fact, in certain areas, flood insur-
ance may even be required.?* Ensuring adequate
insurance coverage is an important means to survival
following disaster.

Interpretive Letter from Jeffrey S. Bragg Executive Director of Terrorism Risk Insurance Program, to Mr. D. (Mar. 24, 2004), available at

www.treasury.gov/ offices/domestic-finance/financial-institution / terrorism-insurance / pdf/redactedci.pdf (last visited Sept 20, 2004).

81 pa

82 See Terrorism Risk Insurance Act of 2002, Pub. L. No. 107-297, §108, 116 Stat. 2322, 2336. (stating that the Terrorism Risk Insurance Act

of 2002 will terminate in December 2005).
83

Press Release, Insurance Information Institute, Can Your Business Survive a Natural Disaster? Advance Planning, Proper Insurance are

Essential (Apr. 13, 2004), available at www.iii.org/media/updates/press.736350/ (last visited Sept. 20, 2004).

84

Flood insurance is underwritten by the National Flood Insurance Program, which is managed by the Mitigation Division of the Federal
Emergency Management Agency. In areas deemed by the National Flood Insurance Program to be at high risk for flooding, flood
insurance is a prerequisite to obtaining secured financing to buy, build, or improve structures. See Fed. Emergency Mgmt. Agency, Ilood
Hazard Mapping, Insurance Professionals and Lenders, at www.fema.gov/fima/nfip.shtm (last visited Sept. 21, 2004); Fed. Emergency Mgmt.
Agency, Mitigation Division, at www.fema.gov/fima/ (last visited Sept. 27, 2004); NAT'L FLOOD INSURANCE PROGRAM, PROGRAM DESCRIPTION,
MANDATORY FLOOD INSURANCE PURCHASE REQUIREMENT 29 (Aug. 1, 2002), available at www.fema.gov/doc/library/nfipdescrip.doc (last vis-
ited Sept. 21, 2004).




SECURING DISASTER FUNDING

Disaster assistance for businesses is coordinated
through the Small Business Administration (SBA).8
In order to qualify, the business must be in a declared
disaster area.8¢ Two types of disaster declarations acti-
vate SBA disaster-assistance efforts: Presidential
Declaration and SBA Declaration.87 A Presidential
Declaration is made when damages are significant. In
the case of a Presidential Declaration, “SBA offers
physical and economic injury loans in the declared
counties and economic injury (EI) loans only in con-
tiguous counties. . . . If the damages are less extensive
the Governor can ask for a SBA declaration.”®8

Two types of SBA declarations may be made: Physical
Disaster Declaration and Economic Injury
Declaration. The SBA makes three types of disaster-

assistance loans to business,8? and individual assistance

is coordinated through FEMA.

1. Physical Disaster Business Loans. These loans cover

uninsured physical damages.?? Any business located

in a declared disaster area that incurred damage
during the disaster may apply for a loan to help

repair or replace damaged property (e.g., real prop-

erty, machinery, equipment, fixtures, inventory, and
leaseholds) to its pre-disaster condition.

2. Economic Injury Disaster Loans. These loans are pro-

vided to small businesses located in a declared disas-

ter area that suffer substantial economic injury,
regardless of physical damage.®! “Small businesses
and small agricultural cooperatives that have suf-
fered substantial economic injury resulting from a

physical disaster or an agricultural production disas-

ter designated by the Secretary of Agriculture may

APPENDIX C

be eligible for the SBA’s Economic Injury Disaster
Loan Program. Substantial economic injury is the
inability of a business to meet its obligations as they
mature and to pay its ordinary and necessary oper-
ating expenses.”??

3. Pre-Disaster Mitigation Loans. These low-interest,

fixed-rate loans are made to small businesses for
mitigation measures to protect business property
from damage that may be caused by future disas-
ters.?% “A mitigation measure is something done for
the purpose of protecting real and personal proper-
ty against disasterrelated damage. Examples of miti-
gation measures include retaining walls, sea walls,
grading and contouring land, elevating flood-prone
structures, relocating utilities, and retrofitting struc-
tures against high winds, earthquakes, floods, wild-
fires, or other disasters.”¥* The Pre-Disaster
Mitigation Loan program is a pilot program
designed to support FEMA’s Pre-Disaster Mitigation
Program. Loans are made available to businesses
which propose mitigation measures that conform
to the priorities and goals of the community in
which the business is located (as defined by FEMA).

. Individual Disaster Assistance.95 Disaster assistance for

individuals is coordinated through FEMA.
Individuals apply for most assistance directly
through FEMA. To apply for SBA loans, individuals
who are homeowners or renters must first register
with FEMA to obtain a FEMA Registration ID num-
ber. FEMA generally establishes local Disaster
Recovery Centers to coordinate assistance. After an
application for assistance is received, the damaged
property is inspected to verify the loss.? The dead-
line for most individual-assistance programs is sixty

85 §ee U.S. Small Business Admin., About Small Business Administration, at www.sba.gov/aboutsba/index.html (last visited Sept. 21, 2004).
86 S 13 C.FR. §§ 123.2-123.3 (2004); Understanding How Disaster Declarations Are Made, supra note 52.

87 See 13 C.FR. § 123.3; Understanding How Disaster Declarations Are Made, supra note 52.

88
89 13 CER. § 123.5 (2004).

Understanding How Disaster Declarations Are Made, supra note 52.

90 See i, §§ 123.200-123.204; Physical Disaster Business Loans, supra note 55.
91 See www.sba.gov/ disaster_recov/loaninfo/ecoinjury.html; 13 C.FR. 123.300-123.303.

92

Economic Injury Disaster Loans For Small Businesses, supra note 57.

93 See 13 CFR. § 123.400; Pre-Disaster Mitigation Loan Program, supra note 57.

94

Pre-Disaster Mitigation Loan Program, supra note 57.
95

See Fed. Emergency Mgmt. Agency, Individual Assistance Programs, at www.fema.gov/rrr/inassist.shtm (last visited Sept. 21, 2004).

96 See FED. EMERGENCY MGMT. AGENCY, HELP AFTER A DISASTER 4 (May 2004), at www.fema.gov/pdf/about/process/help_after_disaster_eng-

lish.pdf (last visited Sept. 27, 2004).



APPENDIX C (continued)

days following the president’s declaration of a
major disaster.9” Affected individuals may apply for
disaster aid consisting of:

e Disaster housing;®

¢ Funding for housing repairs and replacement of
damaged items needed to make homes habitable;?

* Disaster grants to cover necessary expenses not cov-
ered by insurance and other aid programs, including
replacement of personal property, transportation,
medical care, dental care, and funeral expenses;!%0

* Low-interest disaster loans for repair or replacement
of homes, automobiles, clothing, or other damages
personal property (loans are administered through
the Small Business Administration);!01

e Crisis counseling;102
e Disasterrelated unemployment assistance;! 03

¢ Legal aid and assistance with income tax, Social
Security, and veteran’s benefits; !4 and

* Hazard mitigation.!05

APPENDIX D

DIRECTORIES OF STATE AND TERRITORIAL
PUBLIC HEALTH DIRECTORS, STATE PUBLIC
HEALTH LEGAL COUNSEL, AND CDC
EMERGENCY-PREPAREDNESS CONTACTS

1. Directory of State and Territorial Public Health
Directors, updated version available at www.statepub-
lichealth.org/index.php.

. Directory of State Public Health Legal Counsel,

updated version available at

www.phppo.cdc.gov/od/phlp.

. Emergency Preparedness Contacts: Centers for

Disease Control and Prevention, updated informa-
tion available at www.cdc.gov/nceh/
emergency/default.htm.

SELECTED PUBLIC HEALTH EMERGENCY-
PREPAREDNESS STANDARDS AND PLANS

1. Smallpox Response Plan and Guidelines (V3.0),

Executive Summary and Sections A-F, full and updat-

ed version available at www.bt.cdc.gov/agent/
smallpox/prep/index.asp#responseplanning.

APPENDIX E

2. Public Health Guidance for Community-Level

Preparedness and Response to Severe Acute
Respiratory Syndrome (V2/3), Supplement C:
Preparedness and Response in Healthcare Facilities,
Jull and updated version available at www.cdc.gov/
ncidod/sars/guidance/C/index.htm.

3. Pandemic Influenza Preparedness Plan, Executive

Summary, full and wpdated version available at
www.hhs.gov/nvpo/pandemicplan/.

97 Fed. Emergency Mgmt. Agency, Region IV, Ten Days Remain for Disaster Aid, Oct. 16, 1998, at www.fema.gov/regions/iv/1998/r4_095.shtm

(last visited Sept. 21, 2004).
98 S 42 U.S.C. § 5174(b) (2004).
99 14§ 5174(c).
100 17, § 5174(e).
1 Fed. Emergency Mgmt. Agency, supra note 95.
102 49 U.S.C. § 5183 (2004).
103 74, § 5177(a).

104 550 Fed. Emergency Mgmt. Agency, supra note 95
105 74
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